Chapter 6

Cluster Analysis

“In order to be an immaculate member of a ﬂock of sheep,
one must, above all, be a sheep oneself.” —Albert Einstein

6.1

Introduction

Many applications require the partitioning of data points into intuitively similar groups.
The partitioning of a large number of data points into a smaller number of groups helps
greatly in summarizing the data and understanding it for a variety of data mining applications. An informal and intuitive deﬁnition of clustering is as follows:
Given a set of data points, partition them into groups containing very similar data points.
This is a very rough and intuitive deﬁnition because it does not state much about the
diﬀerent ways in which the problem can be formulated, such as the number of groups, or the
objective criteria for similarity. Nevertheless, this simple description serves as the basis for
a number of models that are speciﬁcally tailored for diﬀerent applications. Some examples
of such applications are as follows:
• Data summarization: At the broadest level, the clustering problem may be considered
as a form of data summarization. As data mining is all about extracting summary
information (or concise insights) from data, the clustering process is often the ﬁrst step
in many data mining algorithms. In fact, many applications use the summarization
property of cluster analysis in one form or the other.
• Customer segmentation: It is often desired to analyze the common behaviors of groups
of similar customers. This is achieved by customer segmentation. An example of an
application of customer segmentation is collaborative ﬁltering, in which the stated
or derived preferences of a similar group of customers are used to make product
recommendations within the group.
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• Social network analysis: In the case of network data, nodes that are tightly clustered
together by linkage relationships are often similar groups of friends, or communities.
The problem of community detection is one of the most widely studied in social
network analysis, because a broader understanding of human behaviors is obtained
from an analysis of community group dynamics.
• Relationship to other data mining problems: Due to the summarized representation it
provides, the clustering problem is useful for enabling other data mining problems.
For example, clustering is often used as a preprocessing step in many classiﬁcation
and outlier detection models.
A wide variety of models have been developed for cluster analysis. These diﬀerent models
may work better in diﬀerent scenarios and data types. A problem, which is encountered by
many clustering algorithms, is that many features may be noisy or uninformative for cluster
analysis. Such features need to be removed from the analysis early in the clustering process.
This problem is referred to as feature selection. This chapter will also study feature-selection
algorithms for clustering.
In this chapter and the next, the study of clustering will be restricted to simpler multidimensional data types, such as numeric or discrete data. More complex data types, such as
temporal or network data, will be studied in later chapters. The key models diﬀer primarily
in terms of how similarity is deﬁned within the groups of data. In some cases, similarity is
deﬁned explicitly with an appropriate distance measure, whereas in other cases, it is deﬁned
implicitly with a probabilistic mixture model or a density-based model. In addition, certain
scenarios for cluster analysis, such as high-dimensional or very large-scale data sets, pose
special challenges. These issues will be discussed in the next chapter.
This chapter is organized as follows. The problem of feature selection is studied in
Sect. 6.2. Representative-based algorithms are addressed in Sect. 6.3. Hierarchical clustering algorithms are discussed in Sect. 6.4. Probabilistic and model-based methods for data
clustering are addressed in Sect. 6.5. Density-based methods are presented in Sect. 6.6.
Graph-based clustering techniques are presented in Sect. 6.7. Section 6.8 presents the nonnegative matrix factorization method for data clustering. The problem of cluster validity is
discussed in Sect. 6.9. Finally, the chapter is summarized in Sect. 6.10.

6.2

Feature Selection for Clustering

The key goal of feature selection is to remove the noisy attributes that do not cluster well.
Feature selection is generally more diﬃcult for unsupervised problems, such as clustering,
where external validation criteria, such as labels, are not available for feature selection.
Intuitively, the problem of feature selection is intimately related to that of determining
the inherent clustering tendency of a set of features. Feature selection methods determine
subsets of features that maximize the underlying clustering tendency. There are two primary
classes of models for performing feature selection:
1. Filter models: In this case, a score is associated with each feature with the use of
a similarity-based criterion. This criterion is essentially a ﬁlter that provides a crisp
condition for feature removal. Data points that do not meet the required score are
removed from consideration. In some cases, these models may quantify the quality of
a subset of features as a combination, rather than a single feature. Such models are
more powerful because they implicitly take into account the incremental impact of
adding a feature to others.
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2. Wrapper models: In this case, a clustering algorithm is used to evaluate the quality
of a subset of features. This is then used to reﬁne the subset of features on which
the clustering is performed. This is a naturally iterative approach in which a good
choice of features depends on the clusters and vice versa. The features selected will
typically be at least somewhat dependent on the particular methodology used for
clustering. Although this may seem like a disadvantage, the fact is that diﬀerent
clustering methods may work better with diﬀerent sets of features. Therefore, this
methodology can also optimize the feature selection to the speciﬁc clustering technique. On the other hand, the inherent informativeness of the speciﬁc features may
sometimes not be reﬂected by this approach due to the impact of the speciﬁc clustering
methodology.
A major distinction between ﬁlter and wrapper models is that the former can be performed
purely as a preprocessing phase, whereas the latter is integrated directly into the clustering process. In the following sections, a number of ﬁlter and wrapper models will be
discussed.

6.2.1

Filter Models

In ﬁlter models, a speciﬁc criterion is used to evaluate the impact of speciﬁc features, or
subsets of features, on the clustering tendency of the data set. The following will introduce
many of the commonly used criteria.
6.2.1.1

Term Strength

Term strength is suitable for sparse domains such as text data. In such domains, it is more
meaningful to talk about presence or absence of nonzero values on the attributes (words),
rather than distances. Furthermore, it is more meaningful to use similarity functions rather
than distance functions. In this approach, pairs of documents are sampled, but a random
ordering is imposed between the pair. The term strength is deﬁned as the fraction of similar
document pairs (with similarity greater than β), in which the term occurs in both the
documents, conditional on the fact that it appears in the ﬁrst. In other words, for any term
t, and document pair (X, Y ) that have been deemed to be suﬃciently similar, the term
strength is deﬁned as follows:
Term Strength = P (t ∈ Y |t ∈ X).

(6.1)

If desired, term strength can also be generalized to multidimensional data by discretizing the
quantitative attributes into binary values. Other analogous measures use the correlations
between the overall distances and attribute-wise distances to model relevance.
6.2.1.2

Predictive Attribute Dependence

The intuitive motivation of this measure is that correlated features will always result in
better clusters than uncorrelated features. When an attribute is relevant, other attributes
can be used to predict the value of this attribute. A classiﬁcation (or regression modeling)
algorithm can be used to evaluate this predictiveness. If the attribute is numeric, then a
regression modeling algorithm is used. Otherwise, a classiﬁcation algorithm is used. The
overall approach for quantifying the relevance of an attribute i is as follows:
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Figure 6.1: Impact of clustered data on distance distribution entropy
1. Use a classiﬁcation algorithm on all attributes, except attribute i, to predict the value
of attribute i, while treating it as an artiﬁcial class variable.
2. Report the classiﬁcation accuracy as the relevance of attribute i.
Any reasonable classiﬁcation algorithm can be used, although a nearest neighbor classiﬁer
is desirable because of its natural connections with similarity computation and clustering.
Classiﬁcation algorithms are discussed in Chap. 10.
6.2.1.3

Entropy

The basic idea behind these methods is that highly clustered data reﬂects some of its
clustering characteristics on the underlying distance distributions. To illustrate this point,
two diﬀerent data distributions are illustrated in Figures 6.1a and b, respectively. The ﬁrst
plot depicts uniformly distributed data, whereas the second one depicts data with two
clusters. In Figures 6.1c and d, the distribution of the pairwise point-to-point distances is
illustrated for the two cases. It is evident that the distance distribution for uniform data is
arranged in the form of a bell curve, whereas that for clustered data has two diﬀerent peaks
corresponding to the intercluster distributions and intracluster distributions, respectively.
The number of such peaks will typically increase with the number of clusters. The goal
of entropy-based measures is to quantify the “shape” of this distance distribution on a
given subset of features, and then pick the subset where the distribution shows behavior
that is more similar to the case of Fig. 6.1b. Therefore, such algorithms typically require
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a systematic way to search for the appropriate combination of features, in addition to
quantifying the distance-based entropy. So how can the distance-based entropy be quantiﬁed
on a particular subset of attributes?
A natural way of quantifying the entropy is to directly use the probability distribution
on the data points and quantify the entropy using these values. Consider a k-dimensional
subset of features. The ﬁrst step is to discretize the data into a set of multidimensional grid
regions using φ grid regions for each dimension. This results in m = φk grid ranges that
are indexed from 1 through m. The value of m is approximately the same across all the
evaluated feature subsets by selecting φ = m1/k . If pi is the fraction of data points in grid
region i, then the probability-based entropy E is deﬁned as follows:
E=−

m


[pi log(pi ) + (1 − pi )log(1 − pi )].

(6.2)

i=1

A uniform distribution with poor clustering behavior has high entropy, whereas clustered
data has lower entropy. Therefore, the entropy measure provides feedback about the clustering quality of a subset of features.
Although the aforementioned quantiﬁcation can be used directly, the probability density
pi of grid region i is sometimes hard to accurately estimate from high-dimensional data. This
is because the grid regions are multidimensional, and they become increasingly sparse in
high dimensionality. It is also hard to ﬁx the number of grid regions m over feature subsets
of varying dimensionality k because the value of φ = m1/k  is rounded up to an integer
value. Therefore, an alternative is to compute the entropy on the 1-dimensional point-topoint distance distribution on a sample of the data. This is the same as the distributions
shown in Fig. 6.1. The value of pi then represents the fraction of distances in the ith 1dimensional discretized range. Although this approach does not fully address the challenges
of high dimensionality, it is usually a better option for data of modest dimensionality. For
example, if the entropy is computed on the histograms in Figs. 6.1c and d, then this will
distinguish between the two distributions well. A heuristic approximation on the basis of
the raw distances is also often used. Refer to the bibliographic notes.
To determine the subset of features, for which the entropy E is minimized, a variety of
search strategies are used. For example, starting from the full set of features, a simple greedy
approach may be used to drop the feature that leads to the greatest reduction in the entropy.
Features are repeatedly dropped greedily until the incremental reduction is not signiﬁcant,
or the entropy increases. Some enhancements of this basic approach, both in terms of the
quantiﬁcation measure and the search strategy, are discussed in the bibliographic section.
6.2.1.4

Hopkins Statistic

The Hopkins statistic is often used to measure the clustering tendency of a data set, although
it can also be applied to a particular subset of attributes. The resulting measure can then be
used in conjunction with a feature search algorithm, such as the greedy method discussed
in the previous subsection.
Let D be the data set whose clustering tendency needs to be evaluated. A sample S of r
synthetic data points is randomly generated in the domain of the data space. At the same
time, a sample R of r data points is selected from D. Let α1 . . . αr be the distances of the
data points in the sample R ⊆ D to their nearest neighbors within the original database D.
Similarly, let β1 . . . βr be the distances of the data points in the synthetic sample S to their
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nearest neighbors within D. Then, the Hopkins statistic H is deﬁned as follows:
r
βi
H = r i=1
.
(α
+ βi )
i
i=1

(6.3)

The Hopkins statistic will be in the range (0, 1). Uniformly distributed data will have a
Hopkins statistic of 0.5 because the values of αi and βi will be similar. On the other hand,
the values of αi will typically be much lower than βi for the clustered data. This will result
in a value of the Hopkins statistic that is closer to 1. Therefore, a high value of the Hopkins
statistic H is indicative of highly clustered data points.
One observation is that the approach uses random sampling, and therefore the measure
will vary across diﬀerent random samples. If desired, the random sampling can be repeated
over multiple trials. A statistical tail conﬁdence test can be employed to determine the
level of conﬁdence at which the Hopkins statistic is greater than 0.5. For feature selection,
the average value of the statistic over multiple trials can be used. This statistic can be
used to evaluate the quality of any particular subset of attributes to evaluate the clustering
tendency of that subset. This criterion can be used in conjunction with a greedy approach
to discover the relevant subset of features. The greedy approach is similar to that discussed
in the case of the distance-based entropy method.

6.2.2

Wrapper Models

Wrapper models use an internal cluster validity criterion in conjunction with a clustering
algorithm that is applied to an appropriate subset of features. Cluster validity criteria are
used to evaluate the quality of clustering and are discussed in detail in Sect. 6.9. The idea
is to use a clustering algorithm with a subset of features, and then evaluate the quality
of this clustering with a cluster validity criterion. Therefore, the search space of diﬀerent
subsets of features need to be explored to determine the optimum combination of features.
As the search space of subsets of features is exponentially related to the dimensionality,
a greedy algorithm may be used to successively drop features that result in the greatest
improvement of the cluster validity criterion. The major drawback of this approach is that
it is sensitive to the choice of the validity criterion. As you will learn in this chapter, cluster
validity criteria are far from perfect. Furthermore, the approach can be computationally
expensive.
Another simpler methodology is to select individual features with a feature selection criterion that is borrowed from that used in classiﬁcation algorithms. In this case, the features
are evaluated individually, rather than collectively, as a subset. The clustering approach
artiﬁcially creates a set of labels L, corresponding to the cluster identiﬁers of the individual
data points. A feature selection criterion may be borrowed from the classiﬁcation literature
with the use of the labels in L. This criterion is used to identify the most discriminative
features:
1. Use a clustering algorithm on the current subset of selected features F , in order to ﬁx
cluster labels L for the data points.
2. Use any supervised criterion to quantify the quality of the individual features with
respect to labels L. Select the top-k features on the basis of this quantiﬁcation.
There is considerable ﬂexibility in the aforementioned framework, where diﬀerent kinds of
clustering algorithms and feature selection criteria are used in each of the aforementioned
steps. A variety of supervised criteria can be used, such as the class-based entropy or the
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Algorithm GenericRepresentative(Database: D, Number of Representatives: k)
begin
Initialize representative set S;
repeat
Create clusters (C1 . . . Ck ) by assigning each
point in D to closest representative in S
using the distance function Dist(·, ·);
Recreate set S by determining
 one representative Yj for
each Cj that minimizes Xi ∈Cj Dist(Xi , Yj );
until convergence;
return (C1 . . . Ck );
end
Figure 6.2: Generic representative algorithm with unspeciﬁed distance function
Fisher score (cf. Sect. 10.2 of Chap. 10). The Fisher score, discussed in Sect. 10.2.1.3 of
Chap. 10, measures the ratio of the intercluster variance to the intracluster variance on any
particular attribute. Furthermore, it is possible to apply this two-step procedure iteratively.
However, some modiﬁcations to the ﬁrst step are required. Instead of selecting the top-k
features, the weights of the top-k features are set to 1, and the remainder are set to α < 1.
Here, α is a user-speciﬁed parameter. In the ﬁnal step, the top-k features are selected.
Wrapper models are often combined with ﬁlter models to create hybrid models for better
eﬃciency. In this case, candidate feature subsets are constructed with the use of ﬁlter models.
Then, the quality of each candidate feature subset is evaluated with a clustering algorithm.
The evaluation can be performed either with a cluster validity criterion or with the use of
a classiﬁcation algorithm on the resulting cluster labels. The best candidate feature subset
is selected. Hybrid models provide better accuracy than ﬁlter models and are more eﬃcient
than wrapper models.

6.3

Representative-Based Algorithms

Representative-based algorithms are the simplest of all clustering algorithms because they
rely directly on intuitive notions of distance (or similarity) to cluster data points. In
representative-based algorithms, the clusters are created in one shot, and hierarchical relationships do not exist among diﬀerent clusters. This is typically done with the use of a set
of partitioning representatives. The partitioning representatives may either be created as
a function of the data points in the clusters (e.g., the mean) or may be selected from the
existing data points in the cluster. The main insight of these methods is that the discovery
of high-quality clusters in the data is equivalent to discovering a high-quality set of representatives. Once the representatives have been determined, a distance function can be used
to assign the data points to their closest representatives.
Typically, it is assumed that the number of clusters, denoted by k, is speciﬁed by the
user. Consider a data set D containing n data points denoted by X1 . . . Xn in d-dimensional
space. The goal is to determine k representatives Y1 . . . Yk that minimize the following
objective function O:
n



minj Dist(Xi , Yj ) .
(6.4)
O=
i=1
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In other words, the sum of the distances of the diﬀerent data points to their closest representatives needs to be minimized. Note that the assignment of data points to representatives
depends on the choice of the representatives Y1 . . . Yk . In some variations of representative
algorithms, such as k-medoid algorithms, it is assumed that the representatives Y1 . . . Yk are
drawn from the original database D, although this will obviously not provide an optimal
solution. In general, the discussion in this section will not automatically assume that the
representatives are drawn from the original database D, unless speciﬁed otherwise.
One observation about the formulation of Eq. 6.4 is that the representatives Y1 . . . Yk
and the optimal assignment of data points to representatives are unknown a priori, but
they depend on each other in a circular way. For example, if the optimal representatives are
known, then the optimal assignment is easy to determine, and vice versa. Such optimization problems are solved with the use of an iterative approach where candidate representatives and candidate assignments are used to improve each other. Therefore, the generic
k-representatives approach starts by initializing the k representatives S with the use of a
straightforward heuristic (such as random sampling from the original data), and then reﬁnes
the representatives and the clustering assignment, iteratively, as follows:
• (Assign step) Assign each data point to its closest representative in S using distance
function Dist(·, ·), and denote the corresponding clusters by C1 . . . Ck .
• (Optimize step) Determine the optimal
Yj  for each cluster Cj that

 representative
minimizes its local objective function Xi ∈Cj Dist(Xi , Yj ) .
It will be evident later in this chapter that this two-step procedure is very closely related
to generative models of cluster analysis in the form of expectation-maximization algorithms.
The second step of local optimization is simpliﬁed by this two-step iterative approach,
because it no longer depends on an unknown assignment of data points to clusters as in
the global optimization problem of Eq. 6.4. Typically, the optimized representative can
be shown to be some central measure of the data points in the jth cluster Cj , and the
precise measure depends on the choice of the distance function Dist(Xi , Yj ). In particular,
for the case of the Euclidean distance and cosine similarity functions, it can be shown
that the optimal centralized representative of each cluster is its mean. However, diﬀerent
distance functions may lead to a slightly diﬀerent type of centralized representative, and
these lead to diﬀerent variations of this broader approach, such as the k-means and kmedians algorithms. Thus, the k-representative approach deﬁnes a family of algorithms, in
which minor changes to the basic framework allow the use of diﬀerent distance criteria.
These diﬀerent criteria will be discussed below. The generic framework for representativebased algorithms with an unspeciﬁed distance function is illustrated in the pseudocode of
Fig. 6.2. The idea is to improve the objective function over multiple iterations. Typically,
the increase is signiﬁcant in early iterations, but it slows down in later iterations. When the
improvement in the objective function in an iteration is less than a user-deﬁned threshold,
the algorithm may be allowed to terminate. The primary computational bottleneck of the
approach is the assignment step where the distances need to be computed between all pointrepresentative pairs. The time complexity of each iteration is O(k · n · d) for a data set of
size n and dimensionality d. The algorithm typically terminates in a small constant number
of iterations.
The inner workings of the k-representatives algorithm are illustrated with an example
in Fig. 6.3, where the data contains three natural clusters, denoted by A, B, and C. For
illustration, it is assumed that the input k to the algorithm is the same as the number
of natural clusters in the data, which, in this case, is 3. The Euclidean distance function
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is used, and therefore the “re-centering” step uses the mean of the cluster. The initial
set of representatives (or seeds) is chosen randomly from the data space. This leads to a
particularly bad initialization, where two of the representatives are close to cluster B, and
one of them lies somewhere midway between clusters A and C. As a result, the cluster B
is initially split up by the “sphere of inﬂuence” of two representatives, whereas most of the
points in clusters A and C are assigned to a single representative in the ﬁrst assignment step.
This situation is illustrated in Fig. 6.3a. However, because each representative is assigned
a diﬀerent number of data points from the diﬀerent clusters, the representatives drift in
subsequent iterations to one of the unique clusters. For example, representative 1 steadily
drifts toward cluster A, and representative 3 steadily drifts toward cluster C. At the same
time, representative 2 becomes a better centralized representative of cluster B. As a result,
cluster B is no longer split up among diﬀerent representatives by the end of iteration 10
(Fig. 6.3f). An interesting observation is that even though the initialization was so poor,
it required only 10 iterations for the k-representatives approach to create a reasonable
clustering of the data. In practice, this is generally true of k-representative methods, which
converge relatively fast toward a good clustering of the data points. However, it is possible
for k-means to converge to suboptimal solutions, especially when an outlier data point is
selected as an initial representative for the algorithm. In such a case, one of the clusters may
contain a singleton point that is not representative of the data set, or it may contain two
merged clusters. The handling of such cases is discussed in the section on implementation
issues. In the following section, some special cases and variations of this framework will be
discussed. Most of the variations of the k-representative framework are deﬁned by the choice
of the distance function Dist(Xi , Yj ) between the data points Xi and the representatives
Yj . Each of these choices results in a diﬀerent type of centralized representative of a cluster.

6.3.1

The k-Means Algorithm

In the k-means algorithm, the sum of the squares of the Euclidean distances of data points
to their closest representatives is used to quantify the objective function of the clustering.
Therefore, we have:
(6.5)
Dist(Xi , Yj ) = ||Xi − Yj ||22 .
Here, || · ||p represents the Lp -norm. The expression Dist(Xi , Yj ) can be viewed as the
squared error of approximating a data point with its closest representative. Thus, the overall objective minimizes the sum of square errors over diﬀerent data points. This is also
sometimes referred to as SSE. In such a case, it can be shown1 that the optimal representative Yj for each of the “optimize” iterative steps is the mean of the data points in cluster
Cj . Thus, the only diﬀerence between the generic pseudocode of Fig. 6.2 and a k-means
pseudocode is the speciﬁc instantiation of the distance function Dist(·, ·), and the choice of
the representative as the local mean of its cluster.
An interesting variation of the k-means algorithm is to use the local Mahalanobis distance
for assignment of data points to clusters. This distance function is discussed in Sect. 3.2.1.6 of
Chap. 3. Each cluster Cj has its d×d own covariance matrix Σj , which can be computed using
the data points assigned to that cluster in the previous iteration. The squared Mahalanobis
distance between data point Xi and representative Yj with a covariance matrix Σj is deﬁned
1
 gradient of the clustering objective function
k For
 a ﬁxed cluster 2 assignment C1 . . . Ck , the
j=1
X ∈C ||Xi − Yj || with respect to Yj is 2
X ∈C (Xi − Yj ). Setting the gradient to 0 yields
i

j

i

j

the mean of cluster Cj as the optimum value of Yj . Note that the other clusters do not contribute to the
gradient, and, therefore, the approach eﬀectively optimizes the local clustering objective function for Cj .
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Figure 6.4: Strengths and weaknesses of k-means
as follows:

T
Dist(Xi , Yj ) = (Xi − Yj )Σ−1
j (Xi − Yj ) .

(6.6)

The use of the Mahalanobis distance is generally helpful when the clusters are elliptically
also provides
elongated along certain directions, as in the case of Fig. 6.3. The factor Σ−1
j
local density normalization, which is helpful in data sets with varying local density. The
resulting algorithm is referred to as the Mahalanobis k-means algorithm.
The k-means algorithm does not work well when the clusters are of arbitrary shape. An
example is illustrated in Fig. 6.4a, in which cluster A has a nonconvex shape. The k-means
algorithm breaks it up into two parts, and also merges one of these parts with cluster B. Such
situations are common in k-means, because it is biased toward ﬁnding spherical clusters.
Even the Mahalanobis k-means algorithm does not work well in this scenario in spite of
its ability to adjust for the elongation of clusters. On the other hand, the Mahalanobis kmeans algorithm can adjust well to varying cluster density, as illustrated in Fig. 6.4b. This
is because the Mahalanobis method normalizes local distances with the use of a clusterspeciﬁc covariance matrix. The data set of Fig. 6.4b cannot be eﬀectively clustered by
many density-based algorithms, which are designed to discover arbitrarily shaped clusters
(cf. Sect. 6.6). Therefore, diﬀerent algorithms are suitable in diﬀerent application settings.

6.3.2

The Kernel k-Means Algorithm

The k-means algorithm can be extended to discovering clusters of arbitrary shape with the
use of a method known as the kernel trick. The basic idea is to implicitly transform the
data so that arbitrarily shaped clusters map to Euclidean clusters in the new space. Refer
to Sect. 10.6.4.1 of Chap. 10 for a brief description of the kernel k-means algorithm. The
main problem with the kernel k-means algorithm is that the complexity of computing the
kernel matrix alone is quadratically related to the number of data points. Such an approach
can eﬀectively discover the arbitrarily shaped clusters of Fig. 6.4a.
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Algorithm GenericMedoids(Database: D, Number of Representatives: k)
begin
Initialize representative set S by selecting from D;
repeat
Create clusters (C1 . . . Ck ) by assigning
each point in D to closest representative in S
using the distance function Dist(·, ·);
Determine a pair Xi ∈ D and Yj ∈ S such that
replacing Yj ∈ S with Xi leads to the
greatest possible improvement in objective function;
Perform the exchange between Xi and Yj only
if improvement is positive;
until no improvement in current iteration;
return (C1 . . . Ck );
end
Figure 6.5: Generic k-medoids algorithm with unspeciﬁed hill-climbing strategy

6.3.3

The k-Medians Algorithm

In the k-medians algorithm, the Manhattan distance is used as the objective function of
choice. Therefore, the distance function Dist(Xi , Yj ) is deﬁned as follows:
Dist(Xi , Yj ) = ||Xi − Yj ||1 .

(6.7)

In such a case, it can be shown that the optimal representative Yj is the median of the
data points along each dimension in cluster Cj . This is because the point that has the
minimum sum of L1 -distances to a set of points distributed on a line is the median of that
set. The proof of this result is simple. The deﬁnition of a median can be used to show that
a perturbation of  in either direction from the median cannot strictly reduce the sum of
L1 -distances. This implies that the median optimizes the sum of the L1 -distances to the
data points in the set.
As the median is chosen independently along each dimension, the resulting d-dimensional
representative will (typically) not belong to the original data set D. The k-medians approach
is sometimes confused with the k-medoids approach, which chooses these representatives
from the original database D. In this case, the only diﬀerence between the generic pseudocode of Fig. 6.2, and a k-medians variation would be to instantiate the distance function
to the Manhattan distance and use the representative as the local median of the cluster
(independently along each dimension). The k-medians approach generally selects cluster
representatives in a more robust way than k-means, because the median is not as sensitive
to the presence of outliers in the cluster as the mean.

6.3.4

The k-Medoids Algorithm

Although the k-medoids algorithm also uses the notion of representatives, its algorithmic
structure is diﬀerent from the generic k-representatives algorithm of Fig. 6.2. The clustering
objective function is, however, of the same form as the k-representatives algorithm. The main
distinguishing feature of the k-medoids algorithm is that the representatives are always
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selected from the database D, and this diﬀerence necessitates changes to the basic structure
of the k-representatives algorithm.
A question arises as to why it is sometimes desirable to select the representatives from
D. There are two reasons for this. One reason is that the representative of a k-means cluster
may be distorted by outliers in that cluster. In such cases, it is possible for the representative
to be located in an empty region which is unrepresentative of most of the data points in
that cluster. Such representatives may result in partial merging of diﬀerent clusters, which
is clearly undesirable. This problem can, however, be partially resolved with careful outlier
handling and the use of outlier-robust variations such as the k-medians algorithm. The
second reason is that it is sometimes diﬃcult to compute the optimal central representative
of a set of data points of a complex data type. For example, if the k-representatives clustering
algorithm were to be applied on a set of time series of varying lengths, then how should the
central representatives be deﬁned as a function of these heterogeneous time-series? In such
cases, selecting representatives from the original data set may be very helpful. As long as
a representative object is selected from each cluster, the approach will provide reasonably
high quality results. Therefore, a key property of the k-medoids algorithm is that it can be
deﬁned virtually on any data type, as long as an appropriate similarity or distance function
can be deﬁned on the data type. Therefore, k-medoids methods directly relate the problem
of distance function design to clustering.
The k-medoids approach uses a generic hill-climbing strategy, in which the representative
set S is initialized to a set of points from the original database D. Subsequently, this set S
is iteratively improved by exchanging a single point from set S with a data point selected
from the database D. This iterative exchange can be viewed as a hill-climbing strategy,
because the set S implicitly deﬁnes a solution to the clustering problem, and each exchange
can be viewed as a hill-climbing step. So what should be the criteria for the exchange, and
when should one terminate?
Clearly, in order for the clustering algorithm to be successful, the hill-climbing approach
should at least improve the objective function of the problem to some extent. Several choices
arise in terms of how the exchange can be performed:
1. One can try all |S| · |D| possibilities for replacing a representative in S with a data
point in D and then select the best one. However, this is extremely expensive because
the computation of the incremental objective function change for each of the |S| · |D|
alternatives will require time proportional to the original database size.
2. A simpler solution is to use a randomly selected set of r pairs (Xi , Yj ) for possible
exchange, where Xi is selected from the database D, and Yj is selected from the
representative set S. The best of these r pairs is used for the exchange.
The second solution requires time proportional to r times the database size but is usually
practically implementable for databases of modest size. The solution is said to have converged when the objective function does not improve, or if the average objective function
improvement is below a user-speciﬁed threshold in the previous iteration. The k-medoids
approach is generally much slower than the k-means method but has greater applicability
to diﬀerent data types. The next chapter will introduce the CLARANS algorithm, which is
a scalable version of the k-medoids framework.

Practical and Implementation Issues
A number of practical issues arise in the proper implementation of all representative-based
algorithms, such as the k-means, k-medians, and k-medoids algorithms. These issues relate
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to the initialization criteria, the choice of the number of clusters k, and the presence of
outliers.
The simplest initialization criteria is to either select points randomly from the domain
of the data space, or to sample the original database D. Sampling the original database
D is generally superior to sampling the data space, because it leads to better statistical
representatives of the underlying data. The k-representatives algorithm seems to be surprisingly robust to the choice of initialization, though it is possible for the algorithm to
create suboptimal clusters. One possible solution is to sample more data points from D
than the required number k, and use a more expensive hierarchical agglomerative clustering approach to create k robust centroids. Because these centroids are more representative
of the database D, this provides a better starting point for the algorithm.
A very simple approach, which seems to work surprisingly well, is to select the initial
representatives as centroids of m randomly chosen samples of points for some user-selected
parameter m. This will ensure that the initial centroids are not too biased by any particular
outlier. Furthermore, while all these centroid representatives will be approximately equal
to the mean of the data, they will typically be slightly biased toward one cluster or another
because of random variations across diﬀerent samples. Subsequent iterations of k-means will
eventually associate each of these representatives with a cluster.
The presence of outliers will typically have a detrimental impact on such algorithms.
This can happen in cases where the initialization procedure selects an outlier as one of the
initial centers. Although a k-medoids algorithm will typically discard an outlier representative during an iterative exchange, a k-center approach can become stuck with a singleton
cluster or an empty cluster in subsequent iterations. In such cases, one solution is to add
an additional step in the iterative portion of the algorithm that discards centers with very
small clusters and replaces them with randomly chosen points from the data.
The number of clusters k is a parameter used by this approach. Section 6.9.1.1 on cluster
validity provides an approximate method for selecting the number of clusters k. As discussed
in Sect. 6.9.1.1, this approach is far from perfect. The number of natural clusters is often
diﬃcult to determine using automated methods. Because the number of natural clusters
is not known a priori, it may sometimes be desirable to use a larger value of k than the
analyst’s “guess” about the true natural number of clusters in the data. This will result in
the splitting of some of the data clusters into multiple representatives, but it is less likely
for clusters to be incorrectly merged. As a postprocessing step, it may be possible to merge
some of the clusters based on the intercluster distances. Some hybrid agglomerative and
partitioning algorithms include a merging step within the k-representative procedure. Refer
to the bibliographic notes for references to these algorithms.

6.4

Hierarchical Clustering Algorithms

Hierarchical algorithms typically cluster the data with distances. However, the use of distance functions is not compulsory. Many hierarchical algorithms use other clustering methods, such as density- or graph-based methods, as a subroutine for constructing the hierarchy.
So why are hierarchical clustering methods useful from an application-centric point of
view? One major reason is that diﬀerent levels of clustering granularity provide diﬀerent
application-speciﬁc insights. This provides a taxonomy of clusters, which may be browsed
for semantic insights. As a speciﬁc example, consider the taxonomy2 of Web pages created
by the well-known Open Directory Project (ODP). In this case, the clustering has been
2 http://www.dmoz.org
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Figure 6.6: Multigranularity insights from hierarchical clustering
created by a manual volunteer eﬀort, but it nevertheless provides a good understanding of
the multigranularity insights that may be obtained with such an approach. A small portion
of the hierarchical organization is illustrated in Fig. 6.6. At the highest level, the Web pages
are organized into topics such as arts, science, health, and so on. At the next level, the topic
of science is organized into subtopics, such as biology and physics, whereas the topic of health
is divided into topics such as ﬁtness and medicine. This organization makes manual browsing
very convenient for a user, especially when the content of the clusters can be described in a
semantically comprehensible way. In other cases, such hierarchical organizations can be used
by indexing algorithms. Furthermore, such methods can sometimes also be used for creating
better “ﬂat” clusters. Some agglomerative hierarchical methods and divisive methods, such
as bisecting k-means, can provide better quality clusters than partitioning methods such as
k-means, albeit at a higher computational cost.
There are two types of hierarchical algorithms, depending on how the hierarchical tree
of clusters is constructed:
1. Bottom-up (agglomerative) methods: The individual data points are successively
agglomerated into higher-level clusters. The main variation among the diﬀerent methods is in the choice of objective function used to decide the merging of the clusters.
2. Top-down (divisive) methods: A top-down approach is used to successively partition
the data points into a tree-like structure. A ﬂat clustering algorithm may be used
for the partitioning in a given step. Such an approach provides tremendous ﬂexibility
in terms of choosing the trade-oﬀ between the balance in the tree structure and the
balance in the number of data points in each node. For example, a tree-growth strategy
that splits the heaviest node will result in leaf nodes with a similar number of data
points in them. On the other hand, a tree-growth strategy that constructs a balanced
tree structure with the same number of children at each node will lead to leaf nodes
with varying numbers of data points.
In the following sections, both types of hierarchical methods will be discussed.

6.4.1

Bottom-Up Agglomerative Methods

In bottom-up methods, the data points are successively agglomerated into higher level clusters. The algorithm starts with individual data points in their own clusters and successively
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Algorithm AgglomerativeMerge(Data: D)
begin
Initialize n × n distance matrix M using D;
repeat
Pick closest pair of clusters i and j using M ;
Merge clusters i and j;
Delete rows/columns i and j from M and create
a new row and column for newly merged cluster;
Update the entries of new row and column of M ;
until termination criterion;
return current merged cluster set;
end
Figure 6.7: Generic agglomerative merging algorithm with unspeciﬁed merging criterion
agglomerates them into higher level clusters. In each iteration, two clusters are selected
that are deemed to be as close as possible. These clusters are merged and replaced with a
newly created merged cluster. Thus, each merging step reduces the number of clusters by
1. Therefore, a method needs to be designed for measuring proximity between clusters containing multiple data points, so that they may be merged. It is in this choice of computing
the distances between clusters, that most of the variations among diﬀerent methods arise.
Let n be the number of data points in the d-dimensional database D, and nt = n − t be
the number of clusters after t agglomerations. At any given point, the method maintains an
nt ×nt distance matrix M between the current clusters in the data. The precise methodology
for computing and maintaining this distance matrix will be described later. In any given
iteration of the algorithm, the (nondiagonal) entry in the distance matrix with the least
distance is selected, and the corresponding clusters are merged. This merging will require
the distance matrix to be updated to a smaller (nt −1)×(nt −1) matrix. The dimensionality
reduces by 1 because the rows and columns for the two merged clusters need to be deleted,
and a new row and column of distances, corresponding to the newly created cluster, needs
to be added to the matrix. This corresponds to the newly created cluster in the data. The
algorithm for determining the values of this newly created row and column depends on
the cluster-to-cluster distance computation in the merging procedure and will be described
later. The incremental update process of the distance matrix is a more eﬃcient option
than that of computing all distances from scratch. It is, of course, assumed that suﬃcient
memory is available to maintain the distance matrix. If this is not the case, then the distance
matrix will need to be fully recomputed in each iteration, and such agglomerative methods
become less attractive. For termination, either a maximum threshold can be used on the
distances between two merged clusters or a minimum threshold can be used on the number
of clusters at termination. The former criterion is designed to automatically determine the
natural number of clusters in the data but has the disadvantage of requiring the speciﬁcation
of a quality threshold that is hard to guess intuitively. The latter criterion has the advantage
of being intuitively interpretable in terms of the number of clusters in the data. The order
of merging naturally creates a hierarchical tree-like structure illustrating the relationship
between diﬀerent clusters, which is referred to as a dendrogram. An example of a dendrogram
on successive merges on six data points, denoted by A, B, C, D, E, and F, is illustrated in
Fig. 6.8a.
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Figure 6.8: Illustration of hierarchical clustering steps
The generic agglomerative procedure with an unspeciﬁed merging criterion is illustrated
in Fig. 6.7. The distances are encoded in the nt × nt distance matrix M . This matrix
provides the pairwise cluster distances computed with the use of the merging criterion. The
diﬀerent choices for the merging criteria will be described later. The merging of two clusters
corresponding to rows (columns) i and j in the matrix M requires the computation of some
measure of distances between their constituent objects. For two clusters containing mi and
mj objects, respectively, there are mi · mj pairs of distances between constituent objects.
For example, in Fig. 6.8b, there are 2 × 4 = 8 pairs of distances between the constituent
objects, which are illustrated by the corresponding edges. The overall distance between the
two clusters needs to be computed as a function of these mi · mj pairs. In the following,
diﬀerent ways of computing the distances will be discussed.
6.4.1.1

Group-Based Statistics

The following discussion assumes that the indices of the two clusters to be merged are
denoted by i and j, respectively. In group-based criteria, the distance between two groups
of objects is computed as a function of the mi · mj pairs of distances among the constituent
objects. The diﬀerent ways of computing distances between two groups of objects are as
follows:
1. Best (single) linkage: In this case, the distance is equal to the minimum distance
between all mi · mj pairs of objects. This corresponds to the closest pair of objects
between the two groups. After performing the merge, the matrix M of pairwise distances needs to be updated. The ith and jth rows and columns are deleted and replaced
with a single row and column representing the merged cluster. The new row (column)
can be computed using the minimum of the values in the previously deleted pair of
rows (columns) in M . This is because the distance of the other clusters to the merged
cluster is the minimum of their distances to the individual clusters in the best-linkage
scenario. For any other cluster k = i, j, this is equal to min{Mik , Mjk } (for rows) and
min{Mki , Mkj } (for columns). The indices of the rows and columns are then updated
to account for the deletion of the two clusters and their replacement with a new one.
The best linkage approach is one of the instantiations of agglomerative methods that
is very good at discovering clusters of arbitrary shape. This is because the data points
in clusters of arbitrary shape can be successively merged with chains of data point
pairs at small pairwise distances to each other. On the other hand, such chaining may
also inappropriately merge distinct clusters when it results from noisy points.
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2. Worst (complete) linkage: In this case, the distance between two groups of objects is
equal to the maximum distance between all mi · mj pairs of objects in the two groups.
This corresponds to the farthest pair in the two groups. Correspondingly, the matrix
M is updated using the maximum values of the rows (columns) in this case. For any
value of k = i, j, this is equal to max{Mik , Mjk } (for rows), and max{Mki , Mkj } (for
columns). The worst-linkage criterion implicitly attempts to minimize the maximum
diameter of a cluster, as deﬁned by the largest distance between any pair of points in
the cluster. This method is also referred to as the complete linkage method.
3. Group-average linkage: In this case, the distance between two groups of objects is
equal to the average distance between all mi · mj pairs of objects in the groups. To
compute the row (column) for the merged cluster in M , a weighted average of the ith
and jth rows (columns) in the matrix M is used. For any value of k = i, j, this is
m ·M +m ·M
m ·M +m ·M
equal to i miki +mjj jk (for rows), and i mkii +mjj kj (for columns).
4. Closest centroid: In this case, the closest centroids are merged in each iteration. This
approach is not desirable, however, because the centroids lose information about the
relative spreads of the diﬀerent clusters. For example, such a method will not discriminate between merging pairs of clusters of varying sizes, as long as their centroid pairs
are at the same distance. Typically, there is a bias toward merging pairs of larger
clusters because centroids of larger clusters are statistically more likely to be closer
to each other.
5. Variance-based criterion: This criterion minimizes the change in the objective function
(such as cluster variance) as a result of the merging. Merging always results in a
worsening of the clustering objective function value because of the loss of granularity.
It is desired to merge clusters where the change (degradation) in the objective function
as a result of merging is as little as possible. To achieve this goal, the zeroth, ﬁrst,
and second order moment statistics are maintained with each cluster. The average
squared error SEi of the ith cluster can be computed as a function of the number mi
of points in the cluster (zeroth-order moment), the sum Fir of the data points in the
cluster i along each dimension r (ﬁrst-order moment), and the squared sum Sir of the
data points in the cluster i across each dimension r (second-order moment) according
to the following relationship;
SEi =

d


2
(Sir /mi − Fir
/m2i ).

(6.8)

r=1

This relationship can be shown using the basic deﬁnition of variance and is used by
many clustering algorithms such as BIRCH (cf. Chap. 7). Therefore, for each cluster,
one only needs to maintain these cluster-speciﬁc statistics. Such statistics are easy to
maintain across merges because the moment statistics of a merge of the two clusters i
and j can be computed easily as the sum of their moment statistics. Let SEi∪j denote
the variance of a potential merge between the two clusters i and j. Therefore, the
change in variance on executing a merge of clusters i and j is as follows:
ΔSEi∪j = SEi∪j − SEi − SEj .

(6.9)

This change can be shown to always be a positive quantity. The cluster pair with the
smallest increase in variance because of the merge is selected as the relevant pair to
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(a) Good case with no noise

CLUSTER A
(ARBITRARY SHAPE)
SUCCESSIVE SINGLE
LINKAGE MERGES
ALONG NOISY
BRIDGE MIGHT
PREMATURELY
CHAIN DISTINCT
CLUSTERS
CLUSTER B

(b) Bad case with noise

Figure 6.9: Good and bad cases for single-linkage clustering
be merged. As before, a matrix M of pairwise values of ΔSEi∪j is maintained along
with moment statistics. After each merge of the ith and jth clusters, the ith and
jth rows and columns of M are deleted and a new column for the merged cluster
is added. The kth row (column) entry (k = i, j) in M of this new column is equal
to SEi∪j∪k − SEi∪j − SEk . These values are computed using the cluster moment
statistics. After computing the new row and column, the indices of the matrix M are
updated to account for its reduction in size.
6. Ward’s method: Instead of using the change in variance, one might also use the
(unscaled) sum of squared error as the merging criterion. This is equivalent to setting
d
2
). Surprisingly, this approach is a variant of
the RHS of Eq. 6.8 to r=1 (mi Sir − Fir
the centroid method. The objective function for merging is obtained by multiplying
the (squared) Euclidean distance between centroids with the harmonic mean of the
number of points in each of the pair. Because larger clusters are penalized by this
additional factor, the approach performs more eﬀectively than the centroid method.
The various criteria have diﬀerent advantages and disadvantages. For example, the single
linkage method is able to successively merge chains of closely related points to discover
clusters of arbitrary shape. However, this property can also (inappropriately) merge two
unrelated clusters, when the chaining is caused by noisy points between two clusters. Examples of good and bad cases for single-linkage clustering are illustrated in Figs. 6.9a and b,
respectively. Therefore, the behavior of single-linkage methods depends on the impact and
relative presence of noisy data points. Interestingly, the well-known DBSCAN algorithm (cf.
Sect. 6.6.2) can be viewed as a robust variant of single-linkage methods, and it can therefore
ﬁnd arbitrarily shaped clusters. The DBSCAN algorithm excludes the noisy points between
clusters from the merging process to avoid undesirable chaining eﬀects.
The complete (worst-case) linkage method attempts to minimize the maximum distance
between any pair of points in a cluster. This quantiﬁcation can implicitly be viewed as an
approximation of the diameter of a cluster. Because of its focus on minimizing the diameter,
it will try to create clusters so that all of them have a similar diameter. However, if some of
the natural clusters in the data are larger than others, then the approach will break up the
larger clusters. It will also be biased toward creating clusters of spherical shape irrespective
of the underlying data distribution. Another problem with the complete linkage method is
that it gives too much importance to data points at the noisy fringes of a cluster because
of its focus on the maximum distance between any pair of points in the cluster. The groupaverage, variance, and Ward’s methods are more robust to noise due to the use of multiple
linkages in the distance computation.
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The agglomerative method requires the maintenance of a heap of sorted distances to
eﬃciently determine the minimum distance value in the matrix. The initial distance matrix
computation requires O(n2 · d) time, and the maintenance of a sorted heap data structure
requires O(n2 · log(n)) time over the course of the algorithm because there will be a total of
O(n2 ) additions and deletions into the heap. Therefore, the overall running time is O(n2 ·
d + n2 · log(n)). The required space for the distance matrix is O(n2 ). The space-requirement
is particularly problematic for large data sets. In such cases, a similarity matrix M cannot
be incrementally maintained, and the time complexity of many hierarchical methods will
increase dramatically to O(n3 · d). This increase occurs because the similarity computations
between clusters need to be performed explicitly at the time of the merging. Nevertheless, it
is possible to speed up the algorithm in such cases by approximating the merging criterion.
The CURE method, discussed in Sect. 7.3.3 of Chap. 7, provides a scalable single-linkage
implementation of hierarchical methods and can discover clusters of arbitrary shape. This
improvement is achieved by using carefully chosen representative points from clusters to
approximately compute the single-linkage criterion.
Practical Considerations
Agglomerative hierarchical methods naturally lead to a binary tree of clusters. It is generally diﬃcult to control the structure of the hierarchical tree with bottom-up methods as
compared to the top-down methods. Therefore, in cases where a taxonomy of a speciﬁc
structure is desired, bottom-up methods are less desirable.
A problem with hierarchical methods is that they are sensitive to a small number of
mistakes made during the merging process. For example, if an incorrect merging decision is
made at some stage because of the presence of noise in the data set, then there is no way to
undo it, and the mistake may further propagate in successive merges. In fact, some variants
of hierarchical clustering, such as single-linkage methods, are notorious for successively
merging neighboring clusters because of the presence of a small number of noisy points.
Nevertheless, there are numerous ways to reduce these eﬀects by treating noisy data points
specially.
Agglomerative methods can become impractical from a space- and time-eﬃciency perspective for larger data sets. Therefore, these methods are often combined with sampling
and other partitioning methods to eﬃciently provide solutions of high quality.

6.4.2

Top-Down Divisive Methods

Although bottom-up agglomerative methods are typically distance-based methods, topdown hierarchical methods can be viewed as general-purpose meta-algorithms that can use
almost any clustering algorithm as a subroutine. Because of the top-down approach, greater
control is achieved on the global structure of the tree in terms of its degree and balance
between diﬀerent branches.
The overall approach for top-down clustering uses a general-purpose ﬂat-clustering algorithm A as a subroutine. The algorithm initializes the tree at the root node containing all
the data points. In each iteration, the data set at a particular node of the current tree is
split into multiple nodes (clusters). By changing the criterion for node selection, one can
create trees balanced by height or trees balanced by the number of clusters. If the algorithm
A is randomized, such as the k-means algorithm (with random seeds), it is possible to use
multiple trials of the same algorithm at a particular node and select the best one. The
generic pseudocode for a top-down divisive strategy is illustrated in Fig. 6.10. The algo-
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Algorithm GenericTopDownClustering(Data: D, Flat Algorithm: A)
begin
Initialize tree T to root containing D;
repeat
Select a leaf node L in T based on pre-deﬁned criterion;
Use algorithm A to split L into L1 . . . Lk ;
Add L1 . . . Lk as children of L in T ;
until termination criterion;
end
Figure 6.10: Generic top-down meta-algorithm for clustering
rithm recursively splits nodes with a top-down approach until either a certain height of the
tree is achieved or each node contains fewer than a predeﬁned number of data objects. A
wide variety of algorithms can be designed with diﬀerent instantiations of the algorithm A
and growth strategy. Note that the algorithm A can be any arbitrary clustering algorithm,
and not just a distance-based algorithm.
6.4.2.1

Bisecting k-Means

The bisecting k-means algorithm is a top-down hierarchical clustering algorithm in which
each node is split into exactly two children with a 2-means algorithm. To split a node into
two children, several randomized trial runs of the split are used, and the split that has the
best impact on the overall clustering objective is used. Several variants of this approach use
diﬀerent growth strategies for selecting the node to be split. For example, the heaviest node
may be split ﬁrst, or the node with the smallest distance from the root may be split ﬁrst.
These diﬀerent choices lead to balancing either the cluster weights or the tree height.

6.5

Probabilistic Model-Based Algorithms

Most clustering algorithms discussed in this book are hard clustering algorithms in which
each data point is deterministically assigned to a particular cluster. Probabilistic modelbased algorithms are soft algorithms in which each data point may have a nonzero assignment probability to many (typically all) clusters. A soft solution to a clustering problem
may be converted to a hard solution by assigning a data point to a cluster with respect to
which it has the largest assignment probability.
The broad principle of a mixture-based generative model is to assume that the data was
generated from a mixture of k distributions with probability distributions G1 . . . Gk . Each
distribution Gi represents a cluster and is also referred to as a mixture component. Each
data point Xi , where i ∈ {1 . . . n}, is generated by this mixture model as follows:
1. Select a mixture component with prior probability αi = P (Gi ), where i ∈ {1 . . . k}.
Assume that the rth one is selected.
2. Generate a data point from Gr .
This generative model will be denoted by M. The diﬀerent prior probabilities αi and the
parameters of the diﬀerent distributions Gr are not known in advance. Each distribution
Gi is often assumed to be the Gaussian, although any arbitrary (and diﬀerent) family of
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one can change the objective function to be optimized. For example, PLSA (cf. Sect. 13.4
of Chap. 13) interprets the non-negative elements of the (scaled) matrix as probabilities
and maximizes the likelihood estimate of a generative model with respect to the observed
matrix elements. The diﬀerent variations of matrix factorization provide diﬀerent types of
utility in various applications:
1. The latent factors in NMF are more easily interpretable for clustering applications,
because of non-negativity. For example, in application domains such as text clustering,
each of the k columns in U and V can be associated with document clusters and word
clusters, respectively. The magnitudes of the non-negative (transformed) coordinates
reﬂect which concepts are strongly expressed in a document. This “additive parts”
representation of NMF is highly interpretable, especially in domains such as text, in
which the features have semantic meaning. This is not possible with SVD in which
transformed coordinate values and basis vector components may be negative. This
is also the reason that NMF transformations are more useful than those of SVD
for clustering. Similarly, the probabilistic forms of non-negative matrix factorization,
such as PLSA, are also used commonly for clustering. It is instructive to compare the
example of Fig. 6.22, with the SVD of the same matrix at the end of Sect. 2.4.3.2 in
Chap. 2. Note that the NMF factorization is more easily interpretable.
2. Unlike SVD, the k latent factors of NMF are not orthogonal to one another. This
is a disadvantage of NMF because orthogonality of the axis-system allows intuitive
interpretations of the data transformation as an axis-rotation. It is easy to project
out-of-sample data points (i.e., data points not included in D) on an orthonormal
basis system. Furthermore, distance computations between transformed data points
are more meaningful in SVD.
3. The addition of a constraint, such as non-negativity, to any optimization problem usually reduces the quality of the solution found. However, the addition of orthogonality
constraints, as in SVD, do not aﬀect the theoretical global optimum of the unconstrained matrix factorization formulation (see Exercise 13). Therefore, SVD provides
better rank-k approximations than NMF. Furthermore, it is much easier in practice
to determine the global optimum of SVD, as compared to unconstrained matrix factorization for matrices that are completely speciﬁed. Thus, SVD provides one of the
alternate global optima of unconstrained matrix factorization, which is computationally easy to determine.
4. SVD is generally hard to implement for incomplete data matrices as compared to
many other variations of matrix factorization. This is relevant in recommender systems where rating matrices are incomplete. The use of latent factor models for recommendations is discussed in Sect. 18.5.5 of Chap. 18.
Thus, SVD and NMF have diﬀerent advantages and disadvantages and may be more suitable
for diﬀerent applications.

6.9

Cluster Validation

After a clustering of the data has been determined, it is important to evaluate its quality.
This problem is referred to as cluster validation. Cluster validation is often diﬃcult in real
data sets because the problem is deﬁned in an unsupervised way. Therefore, no external
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validation criteria may be available to evaluate a clustering. Thus, a number of internal
criteria may be deﬁned to validate the quality of a clustering. The major problem with
internal criteria is that they may be biased toward one algorithm or the other, depending
on how they are deﬁned. In some cases, external validation criteria may be available when
a test data set is synthetically generated, and therefore the true (ground-truth) clusters are
known. Alternatively, for real data sets, the class labels, if available, may be used as proxies
for the cluster identiﬁers. In such cases, the evaluation is more eﬀective. Such criteria are
referred to as external validation criteria.

6.9.1

Internal Validation Criteria

Internal validation criteria are used when no external criteria are available to evaluate the
quality of a clustering. In most cases, the criteria used to validate the quality of the algorithm
are borrowed directly from the objective function, which is optimized by a particular clustering model. For example, virtually any of the objective functions in the k-representatives,
EM algorithms, and agglomerative methods could be used for validation purposes. The
problem with the use of these criteria is obvious in comparing algorithms with disparate
methodologies. A validation criterion will always favor a clustering algorithm that uses a
similar kind of objective function for its optimization. Nevertheless, in the absence of external validation criteria, this is the best that one can hope to achieve. Such criteria can also
be eﬀective in comparing two algorithms using the same broad approach. The commonly
used internal evaluation criteria are as follows:
1. Sum of square distances to centroids: In this case, the centroids of the diﬀerent clusters
are determined, and the sum of squared (SSQ) distances are reported as the corresponding objective function. Smaller values of this measure are indicative of better
cluster quality. This measure is obviously more optimized to distance-based algorithms, such as k-means, as opposed to a density-based method, such as DBSCAN.
Another problem with SSQ is that the absolute distances provide no meaningful information to the user about the quality of the underlying clusters.
2. Intracluster to intercluster distance ratio: This measure is more detailed than the SSQ
measure. The idea is to sample r pairs of data points from the underlying data. Of
these, let P be the set of pairs that belong to the same cluster found by the algorithm.
The remaining pairs are denoted by set Q. The average intercluster distance and
intracluster distance are deﬁned as follows:
Intra =



dist(Xi , Xj )/|P |

(6.43)

dist(Xi , Xj )/|Q|.

(6.44)

(Xi ,Xj )∈P

Inter =



(Xi ,Xj )∈Q

Then the ratio of the average intracluster distance to the intercluster distance is given
by Intra/Inter. Small values of this measure indicate better clustering behavior.
3. Silhouette coeﬃcient: Let Davgiin be the average distance of Xi to data points within
the cluster of Xi . The average distance of data point Xi to the points in each cluster
represent the minimum of these
(other than its own) is also computed. Let Dminout
i
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(average) distances, over the other clusters. Then, the silhouette coeﬃcient Si speciﬁc
to the ith object, is as follows:
Si =

Dminout
− Davgiin
i
.
in
max{Dminout
i , Davgi }

(6.45)

The overall silhouette coeﬃcient is the average of the data point-speciﬁc coeﬃcients.
The silhouette coeﬃcient will be drawn from the range (−1, 1). Large positive values
indicate highly separated clustering, and negative values are indicative of some level
will be
of “mixing” of data points from diﬀerent clusters. This is because Dminout
i
less than Davgiin only in cases where data point Xi is closer to at least one other
cluster than its own cluster. One advantage of this coeﬃcient is that the absolute
values provide a good intuitive feel of the quality of the clustering.
4. Probabilistic measure: In this case, the goal is to use a mixture model to estimate
the quality of a particular clustering. The centroid of each mixture component is
assumed to be the centroid of each discovered cluster, and the other parameters of
each component (such as the covariance matrix) are computed from the discovered
clustering using a method similar to the M-step of EM algorithms. The overall loglikelihood of the measure is reported. Such a measure is useful when it is known
from domain-speciﬁc knowledge that the clusters ought to have a speciﬁc shape, as is
suggested by the distribution of each component in the mixture.
The major problem with internal measures is that they are heavily biased toward particular
clustering algorithms. For example, a distance-based measure, such as the silhouette coeﬃcient, will not work well for clusters of arbitrary shape. Consider the case of the clustering
in Fig. 6.11. In this case, some of the point-speciﬁc coeﬃcients might have a negative value
for the correct clustering. Even the overall silhouette coeﬃcient for the correct clustering
might not be as high as an incorrect k-means clustering, which mixes points from diﬀerent
clusters. This is because the clusters in Fig. 6.11 are of arbitrary shape that do not conform
to the quality metrics of distance-based measures. On the other hand, if a density-based
criterion were designed, it would also be biased toward density-based algorithms. The major
problem in relative comparison of diﬀerent methodologies with internal criteria is that all
criteria attempt to deﬁne a “prototype” model for goodness. The quality measure very often
only tells us how well the prototype validation model matches the model used for discovering
clusters, rather than anything intrinsic about the underlying clustering. This can be viewed
as a form of overﬁtting, which signiﬁcantly aﬀects such evaluations. At the very least, this
phenomenon creates uncertainty about the reliability of the evaluation, which defeats the
purpose of evaluation in the ﬁrst place. This problem is fundamental to the unsupervised
nature of data clustering, and there are no completely satisfactory solutions to this issue.
Internal validation measures do have utility in some practical scenarios. For example,
they can be used to compare clusterings by a similar class of algorithms, or diﬀerent runs
of the same algorithm. Finally, these measures are also sensitive to the number of clusters
found by the algorithm. For example, two diﬀerent clusterings cannot be compared on
a particular criterion when the number of clusters determined by diﬀerent algorithms is
diﬀerent. A ﬁne-grained clustering will typically be associated with superior values of many
internal qualitative measures. Therefore, these measures should be used with great caution,
because of their tendency to favor speciﬁc algorithms, or diﬀerent settings of the same
algorithm. Keep in mind that clustering is an unsupervised problem, which, by deﬁnition,
implies that there is no well-deﬁned notion of a “correct” model of clustering in the absence
of external criteria.
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Figure 6.24: Inﬂection points in validity measures for parameter tuning
6.9.1.1

Parameter Tuning with Internal Measures

All clustering algorithms use a number of parameters as input, such as the number of
clusters or the density. Although internal measures are inherently ﬂawed, a limited amount
of parameter tuning can be performed with these measures. The idea here is that the
variation in the validity measure may show an inﬂection point (or “elbow”) at the correct
choice of parameter. Of course, because these measures are ﬂawed to begin with, such
techniques should be used with great caution. Furthermore, the shape of the inﬂection point
may vary signiﬁcantly with the nature of the parameter being tuned, and the validation
measure being used. Consider the case of k-means clustering where the parameter being
tuned is the number of clusters k. In such a case, the SSQ measure will always reduce
with the number of clusters, though it will reduce at a sharply lower rate after the inﬂection
point. On the other hand, for a measure such as the ratio of the intra-cluster to inter-cluster
distance, the measure will reduce until the inﬂection point and then may increase slightly. An
example of these two kinds of inﬂections are illustrated in Fig. 6.24. The X-axis indicates the
parameter being tuned (number of clusters), and the Y -axis illustrates the (relative) values
of the validation measures. In many cases, if the validation model does not reﬂect either
the natural shape of the clusters in the data, or the algorithmic model used to create the
clusters very well, such inﬂection points may either be misleading, or not even be observed.
However, plots such as those illustrated in Fig. 6.24 can be used in conjunction with visual
inspection of the scatter plot of the data and the algorithm partitioning to determine the
correct number of clusters in many cases. Such tuning techniques with internal measures
should be used as an informal rule of thumb, rather than as a strict criterion.

6.9.2

External Validation Criteria

Such criteria are used when ground truth is available about the true clusters in the underlying data. In general, this is not possible in most real data sets. However, when synthetic
data is generated from known benchmarks, it is possible to associate cluster identiﬁers with
the generated records. In the context of real data sets, these goals can be approximately
achieved with the use of class labels when they are available. The major risk with the use of
class labels is that these labels are based on application-speciﬁc properties of that data set
and may not reﬂect the natural clusters in the underlying data. Nevertheless, such criteria
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Figure 6.25: Confusion matrix for a clustering of good quality
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Figure 6.26: Confusion matrix for a clustering of poor quality

are still preferable to internal methods because they can usually avoid consistent bias in
evaluations, when used over multiple data sets. In the following discussion, the term “class
labels” will be used interchangeably to refer to either cluster identiﬁers in a synthetic data
set or class labels in a real data set.
One of the problems is that the number of natural clusters in the data may not reﬂect
the number of class labels (or cluster identiﬁers). The number of class labels is denoted by
kt , which represents the true or ground-truth number of clusters. The number of clusters
determined by the algorithm is denoted by kd . In some settings, the number of true clusters
kt is equal to the number of algorithm-determined clusters kd , though this is often not the
case. In cases where kd = kt , it is particularly helpful to create a confusion matrix, which
relates the mapping of the true clusters to those determined by the algorithm. Each row i
corresponds to the class label (ground-truth cluster) i, and each column j corresponds to
the points in algorithm-determined cluster j. Therefore, the (i, j)th entry of this matrix is
equal to the number of data points in the true cluster i, which are mapped to the algorithmdetermined cluster j. The sum of the values across a particular row i will always be the same
across diﬀerent clustering algorithms because it reﬂects the size of ground-truth cluster i in
the data set.
When the clustering is of high quality, it is usually possible to permute the rows and
columns of this confusion matrix, so that only the diagonal entries are large. On the other
hand, when the clustering is of poor quality, the entries across the matrix will be more
evenly distributed. Two examples of confusion matrices are illustrated in Figs. 6.25 and 6.26,
respectively. The ﬁrst clustering is obviously of much better quality than the second.
The confusion matrix provides an intuitive method to visually assess the clustering.
However, for larger confusion matrices, this may not be a practical solution. Furthermore,
while confusion matrices can also be created for cases where kd = kt , it is much harder to
assess the quality of a particular clustering by visual inspection. Therefore, it is important to
design hard measures to evaluate the overall quality of the confusion matrix. Two commonly
used measures are the cluster purity, and class-based Gini index. Let mij represent the
number of data points from class (ground-truth cluster) i that are mapped to (algorithmdetermined) cluster j. Here, i is drawn from the range [1, kt ], and j is drawn from the range
[1, kd ]. Also assume that the number of data points in true cluster i are denoted by Ni , and
the number of data points in algorithm-determined cluster j are denoted by Mj . Therefore,
the number of data points in diﬀerent clusters can be related as follows:
Ni =

kd


mij

∀i = 1 . . . kt

(6.46)

mij

∀j = 1 . . . kd

(6.47)

j=1

Mj =

kt

i=1

200

CHAPTER 6. CLUSTER ANALYSIS

A high-quality algorithm-determined cluster j should contain data points that are largely
dominated by a single class. Therefore, for a given algorithm-determined cluster j, the
number of data points Pj in its dominant class is equal to the maximum of the values of
mij over diﬀerent values of ground truth cluster i:
Pj = maxi mij .

(6.48)

A high-quality clustering will result in values of Pj ≤ Mj , which are very close to Mj . Then,
the overall purity is given by the following:
kd
j=1 Pj
.
(6.49)
Purity = kd
j=1 Mj
High values of the purity are desirable. The cluster purity can be computed in two diﬀerent ways. The method discussed above computes the purity of each algorithm-determined
cluster (with respect to ground-truth clusters), and then computes the aggregate purity
on this basis. The second way can compute the purity of each ground-truth cluster with
respect to the algorithm-determined clusters. The two methods will not lead to the same
results, especially when the values of kd and kt are signiﬁcantly diﬀerent. The mean of the
two values may also be used as a single measure in such cases. The ﬁrst of these measures,
according to Eq. 6.49, is the easiest to intuitively interpret, and it is therefore the most
popular.
One of the major problems with the purity-based measure is that it only accounts for
the dominant label in the cluster and ignores the distribution of the remaining points. For
example, a cluster that contains data points predominantly drawn from two classes, is better
than one in which the data points belong to many diﬀerent classes, even if the cluster purity
is the same. To account for the variation across the diﬀerent classes, the Gini index may
be used. This measure is closely related to the notion of entropy, and it measures the level
of inequality (or confusion) in the distribution of the entries in a row (or column) of the
confusion matrix. As in the case of the purity measure, it can be computed with a row-wise
method or a column-wise method, and it will evaluate to diﬀerent values. Here the columnwise method is described. The Gini index Gj for column (algorithm-determined cluster) j
is deﬁned as follows:
2
kt 

mij
.
(6.50)
Gj = 1 −
Mj
i=1
The value of Gj will be close to 0 when the entries in a column of a confusion matrix are
skewed, as in the case of Fig. 6.25. When the entries are evenly distributed, the value will be
close to 1 − 1/kt , which is also the upper bound on this value. The average Gini coeﬃcient
is the weighted average of these diﬀerent column-wise values where the weight of Gj is Mj :
k d
j=1 Gj · Mj
.
(6.51)
Gaverage = kd
j=1 Mj
Low values of the Gini index are desirable. The notion of the Gini index is closely related
to the notion of entropy Ej (of algorithm-determined cluster j), which measures the same
intuitive characteristics of the data:



kt 

mij
mij
· log
.
(6.52)
Ej = −
Mj
Mj
i=1
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Lower values of the entropy are indicative of a higher quality clustering. The overall entropy
is computed in a similar way to the Gini index, with the use of cluster speciﬁc entropies.
 kd
Eaverage =

j=1 Ej · Mj
.
k d
j=1 Mj

(6.53)

Finally, a pairwise precision and pairwise recall measure can be used to evaluate the quality
of a clustering. To compute this measure, all pairs of data points within the same algorithmdetermined cluster are generated. The fraction of pairs which belong to the same groundtruth clusters is the precision. To determine the recall, pairs of points within the same
ground-truth clusters are sampled, and the fraction that appear in the same algorithmdetermined cluster are computed. A uniﬁed measure is the Fowlkes-Mallows measure, which
reports the geometric mean of the precision and recall.

6.9.3

General Comments

Although cluster validation is a widely studied problem in the clustering literature, most
methods for cluster validation are rather imperfect. Internal measures are imperfect because
they are typically biased toward one algorithm or the other. External measures are imperfect
because they work with class labels that may not reﬂect the true clusters in the data.
Even when synthetic data is generated, the method of generation will implicitly favor one
algorithm or the other. These challenges arise because clustering is an unsupervised problem,
and it is notoriously diﬃcult to validate the quality of such algorithms. Often, the only true
measure of clustering quality is its ability to meet the goals of a speciﬁc application.

6.10

Summary

A wide variety of algorithms have been designed for the problem of data clustering, such as
representative-based methods, hierarchical methods, probabilistic methods, density-based
methods, graph-based methods, and matrix factorization-based methods. All methods typically require the algorithm to specify some parameters, such as the number of clusters,
the density, or the rank of the matrix factorization. Representative-based methods, and
probabilistic methods restrict the shape of the clusters but adjust better to varying cluster
density. On the other hand, agglomerative and density-based methods adjust better to the
shape of the clusters but do not adjust to varying density of the clusters. Graph-based
methods provide the best adjustment to varying shape and density but are typically more
expensive to implement. The problem of cluster validation is a notoriously diﬃcult one for
unsupervised problems, such as clustering. Although external and internal validation criteria are available for the clustering, they are often biased toward diﬀerent algorithms, or may
not accurately reﬂect the internal clusters in the underlying data. Such measures should be
used with caution.

6.11

Bibliographic Notes

The problem of clustering has been widely studied in the data mining and machine learning literature. The classical books [74, 284, 303] discuss most of the traditional clustering
methods. These books present many of the classical algorithms, such as the partitioning and
hierarchical algorithms, in great detail. Another book [219] discusses more recent methods

Chapter 7

Cluster Analysis: Advanced Concepts

“The crowd is just as important as the group. It takes
everything to make it work.”—Levon Helm

7.1

Introduction

In the previous chapter, the basic data clustering methods were introduced. In this chapter,
several advanced clustering scenarios will be studied, such as the impact of the size, dimensionality, or type of the underlying data. In addition, it is possible to obtain signiﬁcant
insights with the use of advanced supervision methods, or with the use of ensemble-based
algorithms. In particular, two important aspects of clustering algorithms will be addressed:
1. Diﬃcult clustering scenarios: Many data clustering scenarios are more challenging.
These include the clustering of categorical data, high-dimensional data, and massive
data. Discrete data are diﬃcult to cluster because of the challenges in distance computation, and in appropriately deﬁning a “central” cluster representative from a set
of categorical data points. In the high-dimensional case, many irrelevant dimensions
may cause challenges for the clustering process. Finally, massive data sets are more
diﬃcult for clustering due to scalability issues.
2. Advanced insights: Because the clustering problem is an unsupervised one, it is often
diﬃcult to evaluate the quality of the underlying clusters in a meaningful way. This
weakness of cluster validity methods was discussed in the previous chapter. Many
alternative clusterings may exist, and it may be diﬃcult to evaluate their relative
quality. There are many ways of improving application-speciﬁc relevance and robustness by using external supervision, human supervision, or meta-algorithms such as
ensemble clustering that combine multiple clusterings of the data.
The diﬃcult clustering scenarios are typically caused by particular aspects of the data that
make the analysis more challenging. These aspects are as follows:
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1. Categorical data clustering: Categorical data sets are more challenging for clustering because the notion of similarity is harder to deﬁne in such scenarios. Furthermore, many intermediate steps in clustering algorithms, such as the determination of
the mean of a cluster, are not quite as naturally deﬁned for categorical data as for
numeric data.
2. Scalable clustering: Many clustering algorithms require multiple passes over the data.
This can create a challenge when the data are very large and resides on disk.
3. High-dimensional clustering: As discussed in Sect. 3.2.1.2 of Chap. 3, the computation
of similarity between high-dimensional data points often does not reﬂect the intrinsic
distance because of many irrelevant attributes and concentration eﬀects. Therefore,
many methods have been designed that use projections to determine the clusters in
relevant subsets of dimensions.
Because clustering is an unsupervised problem, the quality of the clusters may be diﬃcult
to evaluate in many real scenarios. Furthermore, when the data are noisy, the quality may
also be poor. Therefore, a variety of methods are used to either supervise the clustering, or
gain advanced insights from the clustering process. These methods are as follows:
1. Semisupervised clustering: In some cases, partial information may be available about
the underlying clusters. This information may be available in the form of labels or other
external feedback. Such information can be used to greatly improve the clustering
quality.
2. Interactive and visual clustering: In these cases, feedback from the user may be utilized
to improve the quality of the clustering. In the case of clustering, this feedback is
typically achieved with the help of visual interaction. For example, an interactive
approach may explore the data in diﬀerent subspace projections and isolate the most
relevant clusters.
3. Ensemble clustering: As discussed in the previous chapter, the diﬀerent models for
clustering may produce clusters that are very diﬀerent from one another. Which of
these clusterings is the best solution? Often, there is no single answer to this question.
Rather the knowledge from multiple models may be combined to gain a more uniﬁed
insight from the clustering process. Ensemble clustering can be viewed as a metaalgorithm, which is used to gain more signiﬁcant insights from multiple models.
This chapter is organized as follows: Section 7.2 discusses algorithms for clustering categorical data. Scalable clustering algorithms are discussed in Sect. 7.3. High-dimensional
algorithms are addressed in Sect. 7.4. Semisupervised clustering algorithms are discussed in
Sect. 7.5. Interactive and visual clustering algorithms are discussed in Sect. 7.6. Ensemble
clustering methods are presented in Sect. 7.7. Section 7.8 discusses the diﬀerent applications
of data clustering. Section 7.9 provides a summary.

7.2

Clustering Categorical Data

The problem of categorical (or discrete) data clustering is challenging because most of
the primitive operations in data clustering, such as distance computation, representative
determination, and density estimation, are naturally designed for numeric data. A salient
observation is that categorical data can always be converted to binary data with the use of
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Table 7.1: Example of a 2-dimensional categorical data cluster
Data
1
2
3
4
5
6
7
8
9
10

(Color, Shape)
(Blue, Square)
(Red, Circle)
(Green, Cube)
(Blue, Cube)
(Green, Square)
(Red, Circle)
(Blue, Square)
(Green, Cube)
(Blue, Circle)
(Green, Cube)

Table 7.2: Mean histogram and modes for
categorical data cluster
Attribute
Color
Shape

Histogram
Blue= 0.4
Green = 0.4
Red = 0.2
Cube = 0.4
Square = 0.3
Circle = 0.3

Mode
Blue or
Green
Cube

the binarization process discussed in Chap. 2. It is often easier to work with binary data
because it is also a special case of numeric data. However, in such cases, the algorithms
need to be tailored to binary data.
This chapter will discuss a wide variety of algorithms for clustering categorical data. The
speciﬁc challenges associated with applying the various classical methods to categorical data
will be addressed in detail along with the required modiﬁcations.

7.2.1

Representative-Based Algorithms

The centroid-based representative algorithms, such as k-means, require the repeated determination of centroids of clusters, and the determination of similarity between the centroids
and the original data points. As discussed in Sect. 6.3 of the previous chapter, these algorithms iteratively determine the centroids of clusters, and then assign data points to their
closest centroid. At a higher level, these steps remain the same for categorical data. However,
the speciﬁcs of both steps are aﬀected by the categorical data representation as follows:
1. Centroid of a categorical data set: All representative-based algorithms require the
determination of a central representative of a set of objects. In the case of numerical
data, this is achieved very naturally by averaging. However, for categorical data, the
equivalent centroid is a probability histogram of values on each attribute. For each
attribute i, and possible value vj , the histogram value pij represents the fraction of
the number of objects in the cluster for which attribute i takes on value vj . Therefore,
for a d-dimensional data set, the centroid of a cluster of points is a set of d diﬀerent histograms, representing the probability distribution of categorical values of each
attribute in the cluster. If ni is the number of distinct values of attribute i, then such
an approach will require O(ni ) space to represent the centroid of the ith attribute.
A cluster of 2-dimensional data points with attributes Color and Shape is illustrated
in Table 7.1. The corresponding histograms for the Color and Shape attributes are
illustrated in Table 7.2. Note that the probability values over a particular attribute
always sum to one unit.
2. Calculating similarity to centroids: A variety of similarity functions between a pair of
categorical records are introduced in Sect. 3.2.2 of Chap. 3. The simplest of these is
match-based similarity. However, in this case, the goal is to determine the similarity
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between a probability histogram (corresponding to a representative) and a categorical attribute value. If the attribute i takes on the value vj for a particular data
record, then the analogous match-based similarity is its histogram-based probability pij . These probabilities are summed up over the diﬀerent attributes to determine
the total similarity. Each data record is assigned to the centroid with the greatest
similarity.

The other steps of the k-means algorithm remain the same as for the case of numeric
data. The eﬀectiveness of a k-means algorithm is highly dependent on the distribution
of the attribute values in the underlying data. For example, if the attribute values are
highly skewed, as in the case of market basket data, the histogram-based variation of the
match-based measure may perform poorly. This is because this measure treats all attribute
values evenly, however, rare attribute values should be treated with greater importance in
such cases. This can be achieved by a prekshiprocessing phase that assigns a weight to
each categorical attribute value, which is the inverse of its global frequency. Therefore, the
categorical data records now have weights associated with each attribute. The presence of
these weights will aﬀect both probability histogram generation and match-based similarity
computation.
7.2.1.1

k-Modes Clustering

In k-modes clustering, each attribute value for a representative is chosen as the mode of the
categorical values for that attribute in the cluster. The mode of a set of categorical values is
the value with the maximum frequency in the set. The modes of each attribute for the cluster
of ten points in Table 7.1 are illustrated in Table 7.2. Intuitively, this corresponds to the categorical value vj for each attribute i for which the frequency histogram has the largest value
of pij . The mode of an attribute may not be unique if two categorical values have the same
frequency. In the case of Table 7.2, two possible values of the mode are (Blue, Cube), and
(Green, Cube). Any of these could be used as the representative, if a random tie-breaking
criterion is used. The mode-based representative may not be drawn from the original data
set because the mode of each attribute is determined independently. Therefore, the particular combination of d-dimensional modes obtained for the representative may not belong
to the original data. One advantage of the mode-based approach is that the representative
is also a categorical data record, rather than a histogram. Therefore, it is easier to use a
richer set of similarity functions for computing the distances between data points and their
modes. For example, the inverse occurrence frequency-based similarity function, described
in Chap. 3, may be used to normalize for the skew in the attribute values. On the other hand,
when the attribute values in a categorical data set are naturally skewed, as in market basket
data, the use of modes may not be informative. For example, for a market basket data set,
all item attributes for the representative point may be set to the value of 0 because of the
natural sparsity of the data set. Nevertheless, for cases where the attribute values are more
evenly distributed, the k-modes approach can be used eﬀectively. One way of making the
k-modes algorithm work well in cases where the attribute values are distributed unevenly,
is by dividing the cluster-speciﬁc frequency of an attribute by its (global) occurrence frequency to determine a normalized frequency. This essentially corrects for the diﬀerential
global distribution of diﬀerent attribute values. The modes of this normalized frequency
are used. The most commonly used similarity function is the match-based similarity metric, discussed in Sect. 3.2.2 of Chap. 3. However, for biased categorical data distributions,
the inverse occurrence frequency should be used for normalizing the similarity function,
as discussed in Chap. 3. This can be achieved indirectly by weighting each attribute of
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each data point with the inverse occurrence frequency of the corresponding attribute value.
With normalized modes and weights associated with each attribute of each data point, the
straightforward match-based similarity computation will provide eﬀective results.
7.2.1.2

k-Medoids Clustering

The medoid-based clustering algorithms are easier to generalize to categorical data sets
because the representative data point is chosen from the input database. The broad description of the medoids approach remains the same as that described in Sect. 6.3.4 of the previous chapter. The only diﬀerence is in terms of how the similarity is computed between a
pair of categorical data points, as compared to numeric data. Any of the similarity functions
discussed in Sect. 3.2.2 of Chap. 3 can be used for this purpose. As in the case of k-modes
clustering, because the representative is also a categorical data point (as opposed to a histogram), it is easier to directly use the categorical similarity functions of Chap. 3. These
include the use of inverse occurrence frequency-based similarity functions that normalize
for the skew across diﬀerent attribute values.

7.2.2

Hierarchical Algorithms

Hierarchical algorithms are discussed in Sect. 6.4 of Chap. 6. Agglomerative bottom-up
algorithms have been used successfully for categorical data. The approach in Sect. 6.4 has
been described in a general way with a distance matrix of values. As long as a distance
(or similarity) matrix can be deﬁned for the case of categorical attributes, most of the
algorithms discussed in the previous chapter can be easily applied to this case. An interesting
hierarchical algorithm that works well for categorical data is ROCK.
7.2.2.1

ROCK

The ROCK (RObust Clustering using linKs) algorithm is based on an agglomerative
bottom-up approach in which the clusters are merged on the basis of a similarity criterion. The ROCK algorithm uses a criterion that is based on the shared nearest-neighbor
metric. Because agglomerative methods are somewhat expensive, the ROCK method applies
the approach to only a sample of data points to discover prototype clusters. The remaining
data points are assigned to one of these prototype clusters in a ﬁnal pass.
The ﬁrst step of the ROCK algorithm is to convert the categorical data to a binary
representation using the binarization approach introduced in Chap. 2. For each value vj of
categorical attribute i, a new pseudo-item is created, which has a value of 1, only if attribute
i takes on the value vj . Therefore, if the ith attribute in a d-dimensional categorical data set
d
has ni diﬀerent values, such an approach will create a binary data set with i=1 ni binary
attributes. When the value of each ni is high, this binary data set will be sparse, and it
will resemble a market basket data set. Thus, each data record can be treated as a binary
transaction, or a set of items. The similarity between the two transactions is computed with
the use of the Jaccard coeﬃcient between the corresponding sets:
Sim(Ti , Tj ) =

|Ti ∩ Tj |
.
|Ti ∪ Tj |

(7.1)

Subsequently, two data points Ti and Tj are deﬁned to be neighbors, if the similarity
Sim(Ti , Tj ) between them is greater than a threshold θ. Thus, the concept of neighbors
implicitly deﬁnes a graph structure on the data items, where the nodes correspond to
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the data items, and the links correspond to the neighborhood relations. The notation
Link(Ti , Tj ) denotes a shared nearest-neighbor similarity function, which is equal to the
number of shared nearest neighbors between Ti and Tj .
The similarity function Link(Ti , Tj ) provides a merging criterion for agglomerative algorithms. The algorithm starts with each data point (from the initially chosen sample) in its
own cluster and then hierarchically merges clusters based on a similarity criterion between
clusters. Intuitively, two clusters C1 and C2 should be merged, if the cumulative number
of shared nearest neighbors between objects in C1 and C2 is large. Therefore, it is possible
to generalize the notion of link-based similarity using clusters as arguments, as opposed to
individual data points:

Link(Tu , Tv ).
(7.2)
GroupLink(Ci , Cj ) =
Tu ∈Ci ,Tv ∈Cj

Note that this criterion has a slight resemblance to the group-average linkage criterion
discussed in the previous chapter. However, this measure is not yet normalized because
the expected number of cross-links between larger clusters is greater. Therefore, one must
normalize by the expected number of cross-links between a pair of clusters to ensure that
the merging of larger clusters is not unreasonably favored. Therefore, the normalized linkage
criterion V (Ci , Cj ) is as follows:
V (Ci , Cj ) =

GroupLink(Ci , Cj )
.
E[CrossLinks(Ci , Cj )]

(7.3)

The expected number of cross-links between Ci and Cj can be computed as function of the
expected number of intracluster links Intra(·) in individual clusters as follows:
E[CrossLinks(Ci , Cj )] = E[Intra(Ci ∪ Cj )] − E[Intra(Ci )] − E[Intra(Cj )].

(7.4)

The expected number of intracluster links is speciﬁc to a single cluster and is more easily
estimated as a function of cluster size qi and θ. The number of intracluster links in a cluster
1+2·f (θ)
.
containing qi data points is heuristically estimated by the ROCK algorithm as qi
Here, the function f (θ) is a property of both the data set, and the kind of clusters that one
is interested in. The value of f (θ) is heuristically deﬁned as follows:
1−θ
.
(7.5)
1+θ
Therefore, by substituting the expected number of cross-links in Eq. 7.3, one obtains the
following merging criterion V (Ci , Cj ):
f (θ) =

V (Ci , Cj ) =

GroupLink(Ci , Cj )
(qi + qj

)1+2·f (θ)

1+2·f (θ)

− qi

1+2·f (θ)

− qj

.

(7.6)

The denominator explicitly normalizes for the sizes of the clusters being merged by penalizing larger clusters. The goal of this kind of normalization is to prevent the imbalanced
preference toward successively merging only large clusters.
The merges are successively performed until a total of k clusters remain in the data.
Because the agglomerative approach is applied only to a sample of the data, it remains to
assign the remaining data points to one of the clusters. This can be achieved by assigning
each disk-resident data point to the cluster with which it has the greatest similarity. This
similarity is computed using the same quality criterion in Eq. 7.6 as was used for cluster–
cluster merges. In this case, similarity is computed between clusters and individual data
points by treating each data point as a singleton cluster.
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7.2.3

Probabilistic Algorithms

The probabilistic approach to data clustering is introduced in Sect. 6.5 of Chap. 6. Generative models can be generalized to virtually any data type as long as an appropriate
generating probability distribution can be deﬁned for each mixture component. This provides unprecedented ﬂexibility in adapting probabilistic clustering algorithms to various
data types. After the mixture distribution model has been deﬁned, the E- and M-steps
need to be deﬁned for the corresponding expectation–maximization (EM) approach. The
main diﬀerence from numeric clustering is that the soft assignment process in the E-step,
and the parameter estimation process in the M-step will depend on the relevant probability
distribution model for the corresponding data type.
Let the k components of the mixture be denoted by G1 . . . Gk . Then, the generative
process for each point in the data set D uses the following two steps:
1. Select a mixture component with prior probability αi , where i ∈ {1 . . . k}.
2. If the mth component of the mixture was selected in the ﬁrst step, then generate a
data point from Gm .
The values of αi denote the prior probabilities P (Gi ), which need to be estimated along with
other model parameters in a data-driven manner. The main diﬀerence from the numerical
case is in the mathematical form of the generative model for the mth cluster (or mixture
component) Gm , which is now a discrete probability distribution rather than the probability
density function used in the numeric case. This diﬀerence reﬂects the corresponding diﬀerence in data type. One reasonable choice for the discrete probability distribution of Gm is
to assume that the jth categorical value of ith attribute is independently generated by mixture component (cluster) m with probability pijm . Consider a data point X containing the
attribute value indices j1 . . . jd for its d dimensions. In other words, the rth attribute takes
on the jr th possible categorical value. For convenience, the entire set of model parameters
is denoted by the generic notation Θ. Then, the discrete probability distribution g m,Θ (X)
from cluster m is given by the following expression:
g m,Θ (X) =

d


prjr m .

(7.7)

r=1

The discrete probability distribution is g m,Θ (·), which is analogous to the continuous density
function f m,Θ (·) of the EM model in the previous chapter. Correspondingly, the posterior
probability P (Gm |X, Θ) of the component Gm having generated observed data point X may
be estimated as follows:
αm · g m,Θ (X)
.
P (Gm |Xj , Θ) = k
r,Θ (X)
r=1 αr · g

(7.8)

This deﬁnes the E-step for categorical data, and it provides a soft assignment probability
of the data point to a cluster.
After the soft assignment probability has been determined, the M-step applies maximum
likelihood estimation to the individual components of the mixture to estimate the probability
pijm . While estimating the parameters for cluster m, the weight of a record is assumed
to be equal to its assignment probability P (Gm |X, Θ) to cluster m. For each cluster m,
the weighted number wijm of data points for which attribute i takes on its jth possible
categorical value is estimated. This is equal to the sum of the assignment probabilities (to
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cluster m) of data points that do take on the jth value. By dividing this value with the
aggregate assignment probability of all data points to cluster m, the probability pijm may
be estimated as follows:
wijm
.
(7.9)
pijm = 
X∈D P (Gm |X, Θ)
The parameter αm is estimated as the average assignment probabilities of data points to
cluster m. The aforementioned formulas for estimation may be derived from maximum
likelihood estimation methods. Refer to the bibliographic notes for detailed derivations.
Sometimes, the estimation of Eq. 7.9 can be inaccurate because the available data may
be limited, or particular values of categorical attributes may be rare. In such cases, some
of the attribute values may not appear in a cluster (or wijm ≈ 0). This can lead to poor
parameter estimation, or overﬁtting. The Laplacian smoothing method is commonly used to
address such ill-conditioned probabilities. This is achieved by adding a small positive value
β to the estimated values of wijm , where β is the smoothing parameter. This will generally
lead to more robust estimation. This type of smoothing is also applied in the estimation of
the prior probabilities αm when the data sets are very small. This completes the description
of the M-step. As in the case of numerical data, the E-step and M-step are iterated to
convergence.

7.2.4

Graph-Based Algorithms

Because graph-based methods are meta-algorithms, the broad description of these algorithms remains virtually the same for categorical data as for numeric data. Therefore, the
approach described in Sect. 6.7 of the previous chapter applies to this case as well. The only
diﬀerence is in terms of how the edges and values on the similarity graph are constructed.
The ﬁrst step is the determination of the k-nearest neighbors of each data record, and subsequent assignment of similarity values to edges. Any of the similarity functions described
in Sect. 3.2.2 of Chap. 3 can be used to compute similarity values along the edges of the
graph. These similarity measures could include the inverse occurrence frequency measure
discussed in Chap. 3, which corrects for the natural skew in the diﬀerent attribute values. As
discussed in the previous chapter, one of the major advantages of graph-based algorithms
is that they can be leveraged for virtually any kind of data type as long as a similarity
function can be deﬁned on that data type.

7.3

Scalable Data Clustering

In many applications, the size of the data is very large. Typically, the data cannot be stored
in main memory, but it need to reside on disk. This is a signiﬁcant challenge, because it
imposes a constraint on the algorithmic design of clustering algorithms. This section will
discuss the CLARANS, BIRCH, and CURE algorithms. These algorithms are all scalable
implementations of one of the basic types of clustering algorithms discussed in the previous chapter. For example, the CLARANS approach is a scalable implementation of the
k-medoids algorithm for clustering. The BIRCH algorithm is a top-down hierarchical generalization of the k-means algorithm. The CURE algorithm is a bottom-up agglomerative
approach to clustering. These diﬀerent algorithms inherit the advantages and disadvantages of the base classes of algorithms that they are generalized from. For example, while
the CLARANS algorithm has the advantage of being more easily generalizable to diﬀerent
data types (beyond numeric data), it inherits the relatively high computational complexity

Chapter 8

Outlier Analysis

“You are unique, and if that is not fulﬁlled, then
something has been lost.”—Martha Graham

8.1

Introduction

An outlier is a data point that is very diﬀerent from most of the remaining data. Hawkins
formally deﬁned the notion of an outlier as follows:
“An outlier is an observation which deviates so much from the other observations as to
arouse suspicions that it was generated by a diﬀerent mechanism.”
Outliers can be viewed as a complementary concept to that of clusters. While clustering
attempts to determine groups of data points that are similar, outliers are individual data
points that are diﬀerent from the remaining data. Outliers are also referred to as abnormalities, discordants, deviants, or anomalies in the data mining and statistics literature.
Outliers have numerous applications in many data mining scenarios:
1. Data cleaning: Outliers often represent noise in the data. This noise may arise as a
result of errors in the data collection process. Outlier detection methods are, therefore,
useful for removing such noise.
2. Credit card fraud: Unusual patterns of credit card activity may often be a result of
fraud. Because such patterns are much rarer than the normal patterns, they can be
detected as outliers.
3. Network intrusion detection: The traﬃc on many networks can be considered as a
stream of multidimensional records. Outliers are often deﬁned as unusual records in
this stream or unusual changes in the underlying trends.

C. C. Aggarwal, Data Mining: The Textbook, DOI 10.1007/978-3-319-14142-8 8
c Springer International Publishing Switzerland 2015
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Most outlier detection methods create a model of normal patterns. Examples of such models
include clustering, distance-based quantiﬁcation, or dimensionality reduction. Outliers are
deﬁned as data points that do not naturally ﬁt within this normal model. The “outlierness”
of a data point is quantiﬁed by a numeric value, known as the outlier score. Consequently,
most outlier detection algorithms produce an output that can be one of two types:
1. Real-valued outlier score: Such a score quantiﬁes the tendency for a data point to
be considered an outlier. Higher values of the score make it more (or, in some cases,
less) likely that a given data point is an outlier. Some algorithms may even output a
probability value quantifying the likelihood that a given data point is an outlier.
2. Binary label: A binary value is output, indicating whether or not a data point is an
outlier. This type of output contains less information than the ﬁrst one because a
threshold can be imposed on the outlier scores to convert them into binary labels.
However, the reverse is not possible. Therefore, outlier scores are more general than
binary labels. Nevertheless, a binary score is required as the end result in most applications because it provides a crisp decision.
The generation of an outlier score requires the construction of a model of the normal patterns. In some cases, a model may be designed to produce specialized types of outliers based
on a very restrictive model of normal patterns. Examples of such outliers are extreme values,
and they are useful only for certain speciﬁc types of applications. In the following, some of
the key models for outlier analysis are summarized. These will be discussed in more detail
in later sections.
1. Extreme values: A data point is an extreme value, if it lies at one of the two ends of a
probability distribution. Extreme values can also be deﬁned equivalently for multidimensional data by using a multivariate probability distribution, instead of a univariate
one. These are very specialized types of outliers but are useful in general outlier analysis because of their utility in converting scores to labels.
2. Clustering models: Clustering is considered a complementary problem to outlier analysis. The former problem looks for data points that occur together in a group, whereas
the latter problem looks for data points that are isolated from groups. In fact, many
clustering models determine outliers as a side-product of the algorithm. It is also
possible to optimize clustering models to speciﬁcally detect outliers.
3. Distance-based models: In these cases, the k-nearest neighbor distribution of a data
point is analyzed to determine whether it is an outlier. Intuitively, a data point is an
outlier, if its k-nearest neighbor distance is much larger than that of other data points.
Distance-based models can be considered a more ﬁne-grained and instance-centered
version of clustering models.
4. Density-based models: In these models, the local density of a data point is used to
deﬁne its outlier score. Density-based models are intimately connected to distancebased models because the local density at a given data point is low only when its
distance to its nearest neighbors is large.
5. Probabilistic models: Probabilistic algorithms for clustering are discussed in Chap. 6.
Because outlier analysis can be considered a complementary problem to clustering, it
is natural to use probabilistic models for outlier analysis as well. The steps are almost
analogous to those of clustering algorithms, except that the EM algorithm is used for
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clustering, and the probabilistic ﬁt values are used to quantify the outlier scores of
data points (instead of distance values).
6. Information-theoretic models: These models share an interesting relationship with
other models. Most of the other methods ﬁx the model of normal patterns and
then quantify outliers in terms of deviations from the model. On the other hand,
information-theoretic methods constrain the maximum deviation allowed from the
normal model and then examine the diﬀerence in space requirements for constructing
a model with or without a speciﬁc data point. If the diﬀerence is large, then this point
is reported as an outlier.
In the following sections, these diﬀerent types of models will be discussed in detail. Representative algorithms from each of these classes of algorithms will also be introduced.
It should be pointed out that this chapter deﬁnes outlier analysis as an unsupervised
problem in which previous examples of anomalies and normal data points are not available.
The supervised scenario, in which examples of previous anomalies are available, is a special
case of the classiﬁcation problem. That case will be discussed in detail in Chap. 11.
This chapter is organized as follows. Section 8.2 discusses methods for extreme value
analysis. Probabilistic methods are introduced in Sect. 8.3. These can be viewed as modiﬁcations of EM-clustering methods that leverage the connections between the clustering
and outlier analysis problem for detecting outliers. This issue is discussed more formally in
Sect. 8.4. Distance-based models for outlier detection are discussed in Sect. 8.5. Densitybased models are discussed in Sect. 8.6. Information-theoretic models are addressed in
Sect. 8.7. The problem of cluster validity is discussed in Sect. 8.8. A summary is given in
Sect. 8.9.

8.2

Extreme Value Analysis

Extreme value analysis is a very speciﬁc kind of outlier analysis where the data points at the
outskirts of the data are reported as outliers. Such outliers correspond to the statistical tails
of probability distributions. Statistical tails are more naturally deﬁned for 1-dimensional
distributions, although an analogous concept can be deﬁned for the multidimensional case.
It is important to understand that extreme values are very specialized types of outliers;
in other words, all extreme values are outliers, but the reverse may not be true. The traditional deﬁnition of outliers is based on Hawkins’s deﬁnition of generative probabilities. For
example, consider the 1-dimensional data set corresponding to {1, 3, 3, 3, 50, 97, 97, 97, 100}.
Here, the values 1 and 100 may be considered extreme values. The value 50 is the mean of
the data set and is therefore not an extreme value. However, it is the most isolated point in
the data set and should, therefore, be considered an outlier from a generative perspective.
A similar argument applies to the case of multivariate data where the extreme values lie
in the multivariate tail area of the distribution. It is more challenging to formally deﬁne the
concept of multivariate tails, although the basic concept is analogous to that of univariate
tails. Consider the example illustrated in Fig. 8.1. Here, data point A may be considered
an extreme value, and also an outlier. However, data point B is also isolated, and should,
therefore, be considered an outlier. However, it cannot be considered a multivariate extreme
value.
Extreme value analysis has important applications in its own right, and, therefore, plays
an integral role in outlier analysis. An example of an important application of extreme value
analysis is that of converting outlier scores to binary labels by identifying those outlier scores
that are extreme values. Multivariate extreme value analysis is often useful in multicriteria
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Figure 8.1: Multivariate extreme values
outlier-detection algorithms where it can be utilized to unify multiple outlier scores into a
single value, and also generate a binary label as the output. For example, consider a meteorological application where outlier scores of spatial regions have been generated on the basis
of analyzing their temperature and pressure variables independently. These evidences need
to be uniﬁed into a single outlier score for the spatial region, or a binary label. Multivariate
extreme value analysis is very useful in these scenarios. In the following discussion, methods
for univariate and multivariate extreme value analysis will be discussed.

8.2.1

Univariate Extreme Value Analysis

Univariate extreme value analysis is intimately related to the notion of statistical tail conﬁdence tests. Typically, statistical tail conﬁdence tests assume that the 1-dimensional data
are described by a speciﬁc distribution. These methods attempt to determine the fraction
of the objects expected to be more extreme than the data point, based on these distribution assumptions. This quantiﬁcation provides a level of conﬁdence about whether or not a
speciﬁc data point is an extreme value.
How is the “tail” of a distribution deﬁned? For distributions that are not symmetric, it is
often meaningful to talk about an upper tail and a lower tail, which may not have the same
probability. The upper tail is deﬁned as all extreme values larger than a particular threshold,
and the lower tail is deﬁned as all extreme values lower than a particular threshold. Consider
the density distribution fX (x). In general, the tail may be deﬁned as the two extreme regions
of the distribution for which fX (x) ≤ θ, for some user deﬁned threshold θ. Examples of the
lower tail and the upper tail for symmetric and asymmetric distributions are illustrated in
Fig. 8.2a and b, respectively. As evident from Fig. 8.2b, the area in the upper tail and the
lower tail of an asymmetric distribution may not be the same. Furthermore, some regions in
the interior of the distribution of Fig. 8.2b have density below the density threshold θ, but
are not extreme values because they do not lie in the tail of the distribution. The data points
in this region may be considered outliers, but not extreme values. The areas inside the upper
tail or lower tail in Fig. 8.2a and b represent the cumulative probability of these extreme
regions. In symmetric probability distributions, the tail is deﬁned in terms of this area,
rather than a density threshold. However, the concept of density threshold is the deﬁning
characteristic of the tail, especially in the case of asymmetric univariate or multivariate
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Figure 8.2: Tails of a symmetric and asymmetric distribution
distributions. Some asymmetric distributions, such as an exponential distribution, may not
even have a tail at one end of the distribution.
A model distribution is selected for quantifying the tail probability. The most commonly
used model is the normal distribution. The density function fX (x) of the normal distribution
with mean μ and standard deviation σ is deﬁned as follows:
fX (x) =

−(x−μ)2
1
√
· e 2·σ2 .
σ· 2·π

(8.1)

A standard normal distribution is one in which the mean is 0, and the standard deviation σ
is 1. In some application scenarios, the mean μ and standard deviation σ of the distribution
may be known through prior domain knowledge. Alternatively, when a large number of data
samples is available, the mean and standard deviation may be estimated very accurately.
These can be used to compute the Z-value for a random variable. The Z-number zi of an
observed value xi can be computed as follows:
zi = (xi − μ)/σ.

(8.2)

Large positive values of zi correspond to the upper tail, whereas large negative values
correspond to the lower tail. The normal distribution can be expressed directly in terms
of the Z-number because it corresponds to a scaled and translated random variable with
a mean 0 and standard deviation of 1. The normal distribution of Eq. 8.3 can be written
directly in terms of the Z-number, with the use of a standard normal distribution as follows:
fX (zi ) =

−zi2
1
√
·e 2 .
σ· 2·π

(8.3)

This implies that the cumulative normal distribution may be used to determine the area of
the tail that is larger than zi . As a rule of thumb, if the absolute values of the Z-number
are greater than 3, the corresponding data points are considered extreme values. At this
threshold, the cumulative area inside the tail can be shown to be less than 0.01 % for the
normal distribution.
When a smaller number n of data samples is available for estimating the mean μ and
standard deviations σ, the aforementioned methodology can be used with a minor modiﬁcation. The value of zi is computed as before, and the student t-distribution with n degrees
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Figure 8.3: Multivariate extreme values
of freedom is used to quantify the cumulative distribution in the tail instead of the normal distribution. Note that, when n is large, the t-distribution converges to the normal
distribution.

8.2.2

Multivariate Extreme Values

Strictly speaking, tails are deﬁned for univariate distributions. However, just as the univariate tails are deﬁned as extreme regions with probability density less than a particular
threshold, an analogous concept can also be deﬁned for multivariate distributions. The
concept is more complex than the univariate case and is deﬁned for unimodal probability
distributions with a single peak. As in the previous case, a multivariate Gaussian model
is used, and the corresponding parameters are estimated in a data-driven manner. The
implicit modeling assumption of multivariate extreme value analysis is that all data points
are located in a probability distribution with a single peak (i.e., single Gaussian cluster),
and data points in all directions that are as far away as possible from the center of the
cluster should be considered extreme values.
Let μ be the d-dimensional mean vector of a d-dimensional data set, and Σ be its
d × d covariance matrix. Thus, the (i, j)th entry of the covariance matrix is equal to the
covariance between the dimensions i and j. These represent the estimated parameters of
the multivariate Gaussian distribution. Then, the probability distribution f (X) for a ddimensional data point X can be deﬁned as follows:
f (X) = 

1
|Σ| · (2 · π)(d/2)

· e− 2 ·(X−μ)Σ
1

−1

(X−μ)T

.

(8.4)

The value of |Σ| denotes the determinant of the covariance matrix. The term in the exponent
is half the square of the Mahalanobis distance between data point X and the mean μ of
the data. In other words, if M aha(X, μ, Σ) represents the Mahalanobis distance between
X and μ, with respect to the covariance matrix Σ, then the probability density function of
the normal distribution is as follows:
2
1
1
· e− 2 ·M aha(X,μ,Σ) .
(8.5)
f (X) = 
(d/2)
|Σ| · (2 · π)
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For the probability density to fall below a particular threshold, the Mahalanobis distance
needs to be larger than a particular threshold. Thus, the Mahalanobis distance to the mean
of the data can be used as an extreme-value score. The relevant extreme values are deﬁned
by the multidimensional region of the data for which the Mahalanobis distance to the mean
is larger than a particular threshold. This region is illustrated in Fig. 8.3b. Therefore, the
extreme value score for a data point can be reported as the Mahalanobis distance between
that data point and the mean. Larger values imply more extreme behavior. In some cases,
one might want a more intuitive probability measure. Correspondingly, the extreme value
probability of a data point X is deﬁned by the cumulative probability of the multidimensional
region for which the Mahalanobis distance to the mean μ of the data is greater than that
between X and μ. How can one estimate this cumulative probability?
As discussed in Chap. 3, the Mahalanobis distance is similar to the Euclidean distance
except that it standardizes the data along uncorrelated directions. For example, if the
axis system of the data were to be rotated to the principal directions (shown in Fig. 8.3),
then the transformed coordinates in this new axis system would have no interattribute
correlations (i.e., a diagonal covariance matrix). The Mahalanobis distance is simply equal
to the Euclidean distance in such a transformed (axes-rotated) data set after dividing each
of the transformed coordinate values by the standard deviation along its direction. This
approach provides a neat way to model the probability distribution of the Mahalanobis
distance, and it also provides a concrete estimate of the cumulative probability in the
multivariate tail.
Because of the scaling by the standard deviation, each of the independent components
of the Mahalanobis distances along the principal correlation directions can be modeled as
a 1-dimensional standard normal distribution with mean 0 and variance 1. The sum of
the squares of d variables, drawn independently from standard normal distributions, will
result in a variable drawn from an χ2 distribution with d degrees of freedom. Therefore,
the cumulative probability of the region of the χ2 distribution with d degrees of freedom,
for which the value is greater than M aha(X, μ, Σ), can be reported as the extreme value
probability of X. Smaller values of the probability imply greater likelihood of being an
extreme value.
Intuitively, this approach models the data distribution along the various uncorrelated
directions as statistically independent normal distributions and standardizes them so as to
provide each such direction equal importance in the outlier score. In Fig. 8.3a, data point B
can be more reasonably considered a multivariate extreme value than data point A, on the
basis of the natural correlations in the data. On the other hand, the data point B is closer to
the centroid of the data (than data point A) on the basis of Euclidean distance but not on
the basis of the Mahalanobis distance. This shows the utility of the Mahalanobis distance
in using the underlying statistical distribution of the data to infer the outlier behavior of
the data points more eﬀectively.

8.2.3

Depth-Based Methods

Depth-based methods are based on the general principle that the convex hull of a set of
data points represents the pareto-optimal extremes of this set. A depth-based algorithm
proceeds in an iterative fashion, where during the k-th iteration, all points at the corners
of the convex hull of the data set are removed. The index of the iteration k also provides
an outlier score where smaller values indicate a greater tendency for a data point to be
an outlier. These steps are repeated until the data set is empty. The outlier score may be
converted to a binary label by reporting all data points with depth at most r as outliers.
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Algorithm FindDepthOutliers(Data Set: D, Score Threshold: r)
begin
k = 1;
repeat
Find set S of corners of convex hull of D;
Assign depth k to points in S;
D = D − S;
k = k + 1;
until(D is empty);
Report points with depth at most r as outliers;
end

Figure 8.4: Depth-based methods
The value of r may itself need to be determined by univariate extreme value analysis. The
steps of the depth-based approach are illustrated in Fig. 8.4.
A pictorial illustration of the depth-based method is illustrated in Fig. 8.5. The process
can be viewed as analogous to peeling the diﬀerent layers of an onion (as shown in Fig. 8.5b)
where the outermost layers deﬁne the outliers. Depth-based methods try to achieve the same
goal as the multivariate method of the previous section, but it generally tends to be less
eﬀective both in terms of quality and computational eﬃciency. From a qualitative perspective, depth-based methods do not normalize for the characteristics of the statistical data
distribution, as is the case for multivariate methods based on the Mahalanobis distance. All
data points at the corners of a convex hull are treated equally. This is clearly not desirable,
and the scores of many data points are indistinguishable because of ties. Furthermore, the
fraction of data points at the corners of the convex hull generally increases with dimensionality. For very high dimensionality, it may not be uncommon for the majority of the
data points to be located at the corners of the outermost convex hull. As a result, it is no
longer possible to distinguish the outlier scores of diﬀerent data points. The computational
complexity of convex-hull methods increases signiﬁcantly with dimensionality. The combination of qualitative and computational issues associated with this method make it a poor
alternative to the multivariate methods based on the Mahalanobis distance.

8.3

Probabilistic Models

Probabilistic models are based on a generalization of the multivariate extreme values analysis methods discussed in Sect. 8.2.2. The Mahalanobis distance-based multivariate extreme
value analysis method can be viewed as a Gaussian mixture model with a single component
in the mixture. By generalizing this model to multiple mixture components, it is possible to
determine general outliers, rather than multivariate extreme values. This idea is intimately
related to the EM-clustering algorithm discussed in Sect. 6.5 of Chap. 6. At an intuitive
level, data points that do not naturally ﬁt any cluster in the probabilistic sense may be
reported as outliers. The reader is referred to Sect. 6.5 of Chap. 6 for a more detailed
discussion of the EM algorithm, though a brief outline is provided here for convenience.
The broad principle of a mixture-based generative model is to assume that the data were
generated from a mixture of k distributions with the probability distributions G1 . . . Gk based
on the following process:
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Figure 8.5: Depth-based outlier detection
1. Select a mixture component with prior probability αi , where i ∈ {1 . . . k}. Assume
that the rth one is selected.
2. Generate a data point from Gr .
This generative model will be denoted by M, and it generates each point in the data set D.
The data set D is used to estimate the parameters of the model. Although it is natural to use
Gaussians to represent each component of the mixture, other models may be used if desired.
This ﬂexibility is very useful to apply the approach to diﬀerent data types. For example, in
a categorical data set, a categorical probability distribution may be used for each mixture
component instead of the Gaussian distribution. After the parameters of the model have
been estimated, outliers are deﬁned as those data points in D that are highly unlikely to be
generated by this model. Note that such an assumption exactly reﬂects Hawkins’s deﬁnition
of outliers, as stated at the beginning of this chapter.
Next, we discuss the estimation of the various parameters of the model such as the
estimation of diﬀerent values of αi and the parameters of the diﬀerent distributions Gr .
The objective function of this estimation process is to ensure that the full data D has the
maximum likelihood ﬁt to the generative model. Assume that the density function of Gi is
given by f i (·). The probability (density function) of the data point Xj being generated by
the model is given by the following:
f point (Xj |M) =

k


αi · f i (Xj ).

(8.6)

i=1

Note that the density value f point (Xj |M) provides an estimate of the outlier score of the
data point. Data points that are outliers will naturally have low ﬁt values. Examples of the
relationship of the ﬁt values to the outlier scores are illustrated in Fig. 8.6. Data points A
and B will typically have very low ﬁt to the mixture model and will be considered outliers
because the data points A and B do not naturally belong to any of the mixture components.
Data point C will have high ﬁt to the mixture model and will, therefore, not be considered
an outlier. The parameters of the model M are estimated using a maximum likelihood
criterion, which is discussed below.
For data set D containing n data points, denoted by X1 . . . Xn , the probability density
of the data set being generated by model M is the product of the various point-speciﬁc

246

CHAPTER 8. OUTLIER ANALYSIS

Figure 8.6: Likelihood ﬁt values versus outlier scores
probability densities:
f data (D|M) =

n


f point (Xj |M).

(8.7)

j=1

The log-likelihood ﬁt L(D|M) of the data set D with respect to M is the logarithm of the
aforementioned expression, and can be (more conveniently) represented as a sum of values
over the diﬀerent data points:
L(D|M) = log(

n


j=1

f

point

(Xj |M)) =

n

j=1

log(

k


αi · f i (Xj )).

(8.8)

i=1

This log-likelihood ﬁt needs to be optimized to determine the model parameters. This
objective function maximizes the ﬁt of the data points to the generative model. For this
purpose, the EM algorithm discussed in Sect. 6.5 of Chap. 6 is used.
After the parameters of the model have been determined, the value of f point (Xj |M) (or
its logarithm) may be reported as the outlier score. The major advantage of such mixture
models is that the mixture components can also incorporate domain knowledge about the
shape of each individual mixture component. For example, if it is known that the data points
in a particular cluster are correlated in a certain way, then this fact can be incorporated
in the mixture model by ﬁxing the appropriate parameters of the covariance matrix, and
learning the remaining parameters. On the other hand, when the available data is limited,
mixture models may overﬁt the data. This will cause data points that are truly outliers to
be missed.

8.4

Clustering for Outlier Detection

The probabilistic algorithm of the previous section provides a preview of the relationship
between clustering and outlier detection. Clustering is all about ﬁnding “crowds” of data
points, whereas outlier analysis is all about ﬁnding data points that are far away from
these crowds. Clustering and outlier detection, therefore, share a well-known complementary
relationship. A simplistic view is that every data point is either a member of a cluster or
an outlier. Clustering algorithms often have an “outlier handling” option that removes data
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Figure 8.7: Small isolated groups of anomalies
points outside the clusters. The detection of outliers as a side-product of clustering methods
is, however, not an appropriate approach because clustering algorithms are not optimized for
outlier detection. Data points on the boundary regions of a cluster may also be considered
weak outliers but are rarely useful in most application-speciﬁc scenarios.
Clustering models do have some advantages as well. Outliers often tend to occur in small
clusters of their own. This is because the anomaly in the generating process may be repeated
a few times. As a result, a small group of related outliers may be created. An example of a
small set of isolated outliers is illustrated in Fig. 8.7. As will be discussed later, clustering
methods are generally robust to such scenarios because such groups often do not have the
critical mass required to form clusters of their own.
A simple way of deﬁning the outlier score of a data point is to ﬁrst cluster the data
set and then use the raw distance of the data point to its closest cluster centroid. One
can, however, do better when the clusters are elongated or have varying density over the
data set. As discussed in Chap. 3, the local data distribution often distorts the distances,
and, therefore, it is not optimal to use the raw distance. This broader principle is used in
multivariate extreme value analysis where the global Mahalanobis distance deﬁnes outlier
scores. In this case, the local Mahalanobis distance can be used with respect to the centroid
of the closest cluster.
Consider a data set in which k clusters have been discovered with the use of a clustering algorithm. Assume that the rth cluster in d-dimensional space has a corresponding
d-dimensional mean vector μr , and a d × d covariance matrix Σr . The (i, j)th entry of this
matrix is the covariance between the dimensions i and j in that cluster. Then, the Mahalanobis distance M aha(X, μr , Σr ) between a data point X and cluster centroid μr is deﬁned
as follows:

T
(8.9)
M aha(X, μr , Σr ) = (X − μr )Σ−1
r (X − μr ) .
This distance is reported as the outlier score. Larger values of the outlier score indicate a
greater outlier tendency. After the outlier score has been determined, univariate extreme
value analysis may be used to convert the scores to binary labels.
The justiﬁcation for using the Mahalanobis distance is exactly analogous to the case of
extreme value analysis of multivariate distances, as discussed in Sect. 8.2. The only diﬀerence
is that the local cluster-speciﬁc Mahalanobis distances are more relevant to determination of
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general outliers, whereas global Mahalanobis distances are more relevant to determination of
speciﬁc types of outliers, such as extreme values. The use of the local Mahalanobis distance
also has an interesting connection to the likelihood ﬁt criterion of EM algorithm where the
(squared) Mahalanobis distance occurs in the exponent of each Gaussian mixture. Thus,
the sum of the inverse exponentiated Mahalanobis distances of a data point to diﬀerent
mixture component means (cluster means) are used to determine the outlier score in the
EM algorithm. Such a score can be viewed as a soft version of the score determined by hard
clustering algorithms.
Clustering methods are based on global analysis. Therefore, small, closely related groups
of data points will not form their own clusters in most cases. For example, the four isolated
points in Fig. 8.7 will not typically be considered a cluster. Most clustering algorithms
require a minimum critical mass for a set of data points to be considered a cluster. As a
result, these points will have a high outlier score. This means that clustering methods are
able to detect these small and closely related groups of data points meaningfully and report
them as outliers. This is not the case for some of the density-based methods that are based
purely on local analysis.
The major problem with clustering algorithms is that they are sometimes not able to
properly distinguish between a data point that is ambient noise and a data point that is a
truly isolated anomaly. Clearly, the latter is a much stronger anomaly than the former. Both
these types of points will not reside in a cluster. Therefore, the distance to the closest cluster
centroid will often not be very representative of their local distribution (or instance-speciﬁc
distribution). In these cases, distance-based methods are more eﬀective.

8.5

Distance-Based Outlier Detection

Because outliers are deﬁned as data points that are far away from the “crowded regions” (or
clusters) in the data, a natural and instance-speciﬁc way of deﬁning an outlier is as follows:
The distance-based outlier score of an object O is its distance to its kth nearest neighbor.
The aforementioned deﬁnition, which uses the k-nearest neighbor distance, is the most
common one. Other variations of this deﬁnition are sometimes used, such as the average
distance to the k-nearest neighbors. The value of k is a user-deﬁned parameter. Selecting a
value of k larger than 1 helps identify isolated groups of outliers. For example, in Fig. 8.7,
as long as k is ﬁxed to any value larger than 3, all data points within the small groups of
closely related points will have a high outlier score. Note that the target data point, for
which the outlier score is computed, is itself not included among its k-nearest neighbors.
This is done to avoid scenarios where a 1-nearest neighbor method will always yield an
outlier score of 0.
Distance-based methods typically use a ﬁner granularity of analysis than clustering
methods and can therefore distinguish between ambient noise and truly isolated anomalies.
This is because ambient noise will typically have a lower k-nearest neighbor distance than
a truly isolated anomaly. This distinction is lost in clustering methods where the distance
to the closest cluster centroid does not accurately reﬂect the instance-speciﬁc isolation of
the underlying data point.
The price of this better granularity is higher computational complexity. Consider a
data set D containing n data points. The determination of the k-nearest neighbor distance
requires O(n) time for each data point, when a sequential scan is used. Therefore, the
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determination of the outlier scores of all data points may require O(n2 ) time. This is clearly
not a feasible option for very large data sets. Therefore, a variety of methods are used to
speed up the computation:
1. Index structures: Index structures can be used to determine kth nearest neighbor
distances eﬃciently. This is, however, not an option, if the data is high dimensional.
In such cases, the eﬀectiveness of index structures tends to degrade.
2. Pruning tricks: In most applications, the outlier scores of all the data points are not
required. It may suﬃce to return binary labels for the top-r outliers, together with
their scores. The outlier scores of the remaining data points are irrelevant. In such
cases, it may be possible to terminate a k-nearest neighbor sequential scan for an
outlier candidate when its current upper bound estimate on the k-nearest neighbor
distance value falls below the rth best outlier score found so far. This is because such
a candidate is guaranteed to be not among the top-r outliers. This methodology is
referred to as the “early termination trick,” and it is described in detail later in this
section.
In some cases, it is also possible to combine the pruning approach with index structures.

8.5.1

Pruning Methods

Pruning methods are used only for the case where the top-r ranked outliers need to be
returned, and the outlier scores of the remaining data points are irrelevant. Thus, pruning
methods can be used only for the binary-decision version of the algorithm. The basic idea
in pruning methods is to reduce the time required for the k-nearest neighbor distance
computations by ruling out data points quickly that are obviously nonoutliers even with
approximate computation.
8.5.1.1

Sampling Methods

The ﬁrst step is to pick a sample S of size s
n from the data D, and compute all pairwise
distances between the data points in sample S and those in database D. There are a total
of n · s such pairs. This process requires O(n · s)
O(n2 ) distance computations. Thus, for
each of the sampled points in S, the k-nearest neighbor distance is already known exactly.
The top rth ranked outlier in sample S is determined, where r is the number of outliers
to be returned. The score of the rth rank outlier provides a lower bound1 L on the rth
ranked outlier score over the entire data set D. For the data points in D − S, only an upper
bound V k (X) on the k-nearest neighbor distance is known. This upper bound is equal to
the k-nearest neighbor distance of each point in D − S to the sample S ⊂ D. However,
if this upper bound V k (X) is no larger than the lower bound L already determined, then
such a data point X ∈ D − S can be excluded from further consideration as a top-r outlier.
Typically, this will result in the removal of a large number of outlier candidates from D − S
immediately, as long as the underlying data set is clustered well. This is because most of
the data points in clusters will be removed, as long as at least one point from each cluster is
included in the sample S, and at least r points in S are located in somewhat sparse regions.
This can often be achieved with modest values of the sample size s in real-world data sets.
After removing these data points from D − S, the remaining set of points is R ⊆ D − S.
The k-nearest neighbor approach can be applied to a much smaller set of candidates R.
1 Note

that higher k-nearest neighbor distances indicate greater outlierness.
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The top-r ranked outliers in R ∪ S are returned as the ﬁnal output. Depending on the level
of pruning already achieved, this can result in a very signiﬁcant reduction in computational
time, especially when |R ∪ S|
|D|.
8.5.1.2

Early Termination Trick with Nested Loops

The approach discussed in the previous section can be improved even further by speeding
up the second phase of computing the k-nearest neighbor distances of each data point in
R. The idea is that the computation of the k-nearest neighbor distance of any data point
X ∈ R need not be followed through to termination once it has been determined that X
cannot possibly be among the top-r outliers. In such cases, the scan of the database D for
computation of the k-nearest neighbor of X can be terminated early.
Note that one already has an estimate (upper bound) V k (X) of the k-nearest neighbor
distance of every X ∈ R, based on distances to sample S. Furthermore, the k-nearest neighbor distance of the rth best outlier in S provides a lower bound on the “cut-oﬀ” required
to make it to the top-r outliers. This lower-bound is denoted by L. This estimate V k (X) of
the k-nearest neighbor distance of X is further tightened (reduced) as the database D − S
is scanned, and the distance of X is computed to each point in D − S. Because this running
estimate V k (X) is always an upper bound on the true k-nearest neighbor distance of X, the
process of determining the k-nearest neighbor of X can be terminated as soon as V k (X)
falls below the known lower bound L on the top-r outlier distance. This is referred to as
early termination and provides signiﬁcant computational savings. Then, the next data point
in R can be processed. In cases where early termination is not achieved, the data point X
will almost2 always be among the top-r (current) outliers. Therefore, in this case, the lower
bound L can be tightened (increased) as well, to the new rth best outlier score. This will
result in even better pruning when the next data point from R is processed to determine its
k-nearest neighbor distance value. To maximize the beneﬁts of pruning, the data points in
R should not be processed in arbitrary order. Rather, they should be processed in decreasing order of the initially sampled estimate V k (·) of the k-nearest neighbor distances (based
on S). This ensures that the outliers in R are found early on, and the global bound L is
tightened as fast as possible for even better pruning. Furthermore, in the inner loop, the
data points Y in D − S can be ordered in the opposite direction, based on increasing value
of V k (Y ). Doing so ensures that the k-nearest neighbor distances are updated as fast as
possible, and the advantage of early termination is maximized. The nested loop approach
can also be implemented without the ﬁrst phase3 of sampling, but such an approach will
not have the advantage of proper ordering of the data points processed. Starting with an
initial lower bound L on the rth best outlier score obtained from the sampling phase, the
nested loop is executed as follows:
2 We say “almost,” because the very last distance computation for X may bring V (X) below L. This
scenario is unusual, but might occasionally occur.
3 Most descriptions in the literature omit the ﬁrst phase of sampling, which is very important for eﬃciency
maximization. A number of implementations in time-series analysis [306] do order the data points more
carefully but not with sampling.
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for each X ∈ R do begin
for each Y ∈ D − S do begin
Update current k-nearest neighbor distance estimate V k (X) by
computing distance of Y to X;
if V k (X) ≤ L then terminate inner loop;
endfor
if V k (X) > L then
include X in current r best outliers and update L to
the new rth best outlier score;
endfor
Note that the k-nearest neighbors of a data point X do not include the data point itself.
Therefore, care must be taken in the nested loop structure to ignore the trivial cases where
X = Y while updating k-nearest neighbor distances.

8.5.2

Local Distance Correction Methods

Section 3.2.1.8 of Chap. 3 provides a detailed discussion of the impact of the local data
distribution on distance computation. In particular, it is shown that straightforward measures, such as the Euclidean distance, do not reﬂect the intrinsic distances between data
points when the density and shape of the clusters vary signiﬁcantly with data locality. This
principle was also used in Sect. 8.4 to justify the use of the local Mahalanobis distance for
measuring the distances to cluster centroids, rather than the Euclidean distance. One of the
earliest methods that recognized this principle in the context of varying data density was
the Local Outlier Factor (LOF) method. A formal justiﬁcation is based on the generative
principles of data sets, but only an intuitive understanding will be provided here. It should
be pointed out that the use of the Mahalanobis distance (instead of the Euclidean distance)
for multivariate extreme value analysis (Sect. 8.2.2) is also based on generative principles
of the likelihood of a data point conforming to the statistical properties of the underlying
distribution. The main diﬀerence is that the analysis was global in that case, whereas the
analysis is local in this case. The reader is also advised to revisit Sect. 3.2.1.8 of Chap. 3 for
a discussion of the impact of data distributions on intrinsic distances between data points.
To motivate the principles of local distance correction in the context of outlier analysis,
two examples will be used. One of these examples illustrates the impact of varying local
distribution density, whereas another example illustrates the impact of varying local cluster
shape. Both these aspects can be addressed with diﬀerent kinds of local normalization of
distance computations. In Fig. 8.8a, two diﬀerent clusters have been shown, one of which
is much sparser than the other. In this case, both data points A and B are clearly outliers.
While the outlier B will be easily detected by most distance-based algorithms, a challenge
arises in the detection of outlier A. This is because the nearest neighbor distance of many
data points in the sparser cluster is at least as large as the nearest neighbor distance
of outlier A. As a result, depending on the distance-threshold used, a k-nearest neighbor
algorithm will either falsely report portions of the sparse cluster, or will completely miss
outlier A. Simply speaking, the ranking of the outliers by distance-based algorithms is an
incorrect one. This is because the true distance of points in cluster A should be computed
in a normalized way, based on its local data distribution. This aspect is relevant to the
discussion in Sect. 3.2.1.8 of Chap. 3 on the impact of local data distributions on distance
function design, and it is important for many distance-based data mining problems. The key
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Figure 8.8: Impact of local variations in data distribution on distance-based outlier detection
issue here is the generative principle, that data point A is much less likely to be generated
by its closest (tightly knit) cluster than many slightly isolated data points belonging to the
relatively diﬀuse cluster are likely to be generated by their cluster. Hawkins’s deﬁnition of
outliers, stated at the beginning of this chapter, was formulated on the basis of generative
principles. It should be pointed out that the probabilistic EM algorithm of Sect. 8.3 does a
much better job at recognizing these generative diﬀerences. However, the probabilistic EM
method is often not used practically because of overﬁtting issues with smaller data sets. The
LOF approach is the ﬁrst method that recognized the importance of incorporating these
generative principles in nonparametric distance-based algorithms.
This point can be emphasized further by examining clusters of diﬀerent local shape and
orientation in Fig. 8.8b. In this case, a distance-based algorithm will report one of the data
points along the long axis of one of the elongated clusters, as the strongest outlier, if the
1-nearest neighbor distance is used. This data point is far more likely to be generated by its
closest cluster, than the outlier marked by “X.” However, the latter has a smaller 1-nearest
neighbor distance. Therefore, the signiﬁcant problem with distance-based algorithms is that
they do not account for the local generative behavior of the underlying data. In this section,
two methods will be discussed for addressing this issue. One of them is LOF, and the other
is a direct generalization of the global Mahalanobis method for extreme value analysis. The
ﬁrst method can adjust for the generative variations illustrated in Fig. 8.8a, and the second
method can adjust for the generative variations illustrated in Fig. 8.8b.
8.5.2.1

Local Outlier Factor (LOF)

The Local Outlier Factor (LOF) approach adjusts for local variations in cluster density
by normalizing distances with the average point-speciﬁc distances in a data locality. It
is often understood popularly as a density-based approach, although, in practice, it is a
(normalized) distance-based approach where the normalization factor corresponds to the
average local data density. This normalization is the key to addressing the challenges posed
by the scenario of Fig. 8.8a.
For a given data point X, let V k (X) be the distance to its k-nearest neighbor, and let
Lk (X) be the set of points within the k-nearest neighbor distance of X. The set Lk (X) will
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typically contain k points, but may sometimes contain more than k points because of ties
in the k-nearest neighbor distance.
Then, the reachability distance Rk (X, Y ) of object X with respect to Y is deﬁned as the
maximum of the distance Dist(X, Y ), between the pair (X, Y ) and the k-nearest neighbor
distance of Y .
(8.10)
Rk (X, Y ) = max{Dist(X, Y ), V k (Y )}
The reachability distance is not symmetric between X and Y . Intuitively, when Y is in a
dense region and the distance between X and Y is large, the reachability distance of X
with respect to it is equal to the true distance Dist(X, Y ). On the other hand, when the
distances between X and Y are small, then the reachability distance is smoothed out by
the k-nearest neighbor distance of Y . The larger the value of k, the greater the smoothing.
Correspondingly, the reachability distances with respect to diﬀerent points will also become
more similar. The reason for using this smoothing is that it makes the intermediate distance
computations more stable. This is especially important when the distances between X and
Y are small, and it will result in greater statistical ﬂuctuations in the raw distances. At a
conceptual level, it is possible to deﬁne a version of LOF directly in terms of raw distances,
rather than reachability distances. However, such a version would be missing the stability
provided by smoothing.
The average reachability distance ARk (X) of data point X with respect to its neighborhood Lk (X) is deﬁned as the average of its reachability distances to all objects in its
neighborhood.
(8.11)
ARk (X) = MEANY ∈Lk (X) Rk (X, Y )
Here, the MEAN function simply represents the mean value over the entire set Lk (X).
The Local Outlier Factor LOFk (X) is then equal to the mean ratio of ARk (X) to the
corresponding values of all points in the k-neighborhood of X.
LOFk (X) = MEANY ∈Lk (X)

ARk (X)
ARk (Y )

(8.12)

The use of distance ratios in the deﬁnition ensures that the local distance behavior is well
accounted for in this deﬁnition. As a result, the LOF values for the objects in a cluster
are often close to 1 when the data points in the cluster are homogeneously distributed. For
example, in the case of Fig. 8.8a, the LOF values of data points in both clusters will be
quite close to 1, even though the densities of the two clusters are diﬀerent. On the other
hand, the LOF values of both the outlying points will be much higher because they will be
computed in terms of the ratios to the average neighbor reachability distances. In practice,
the maximum value of LOFk (X) over a range of diﬀerent values of k is used as the outlier
score to determine the best size of the neighborhood.
One observation about the LOF method is that while it is popularly understood in
the literature as a density-based approach, it can be more simply understood as a relative
distance-based approach with smoothing. The smoothing is really a reﬁnement to make
distance computations more stable. The basic LOF method will work reasonably well on
many data sets, even if the raw distances are used instead of reachability distances, for the
aforementioned computations of Eq. 8.11.
The LOF method, therefore, has the ability to adjust well to regions of varying density
because of this relative normalization in the denominator of each term of Eq. 8.12. In the
original presentation of the LOF algorithm (see bibliographic notes), the LOF is deﬁned
in terms of a density variable. The density variable is loosely deﬁned as the inverse of the
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average of the smoothed reachability distances. This is, of course, not a precise deﬁnition
of density. Density is traditionally deﬁned in terms of the number of data points within a
speciﬁed area or volume. This book provides exactly the same deﬁnition of LOF but presents
it slightly diﬀerently by omitting the intermediate density variable. This is done both for
simplicity, and for a deﬁnition of LOF directly in terms of (normalized) distances. The real
connection of LOF to data density lies in its insightful ability to adjust to varying data
density with the use of relative distances. Therefore, this book has classiﬁed this approach
as a (normalized) distance-based method, rather than as a density-based method.
8.5.2.2

Instance-Speciﬁc Mahalanobis Distance

The instance-speciﬁc Mahalanobis distance is designed for adjusting to varying shapes of
the distributions in the locality of a particular data point, as illustrated in Fig. 8.8b. The
Mahalanobis distance is directly related to shape of the data distribution, although it is traditionally used in the global sense. Of course, it is also possible to use the local Mahalanobis
distance by using the covariance structure of the neighborhood of a data point.
The problem here is that the neighborhood of a data point is hard to deﬁne with the
Euclidean distance when the shape of the neighborhood cluster is not spherical. For example, the use of the Euclidean distance to a data point is biased toward capturing the circular
region around that point, rather than an elongated cluster. To address this issue, an agglomerative approach is used to determine the k-neighborhood Lk (X) of a data point X. First,
data point X is added to Lk (X). Then, data points are iteratively added to Lk (X) that
have the smallest distance to their closest point in Lk (X). This approach can be viewed
as a special case of single-linkage hierarchical clustering methods, where singleton points
are merged with clusters. Single-linkage methods are well-known for creating clusters of
arbitrary shape. Such an approach tends to “grow” the neighborhood with the same shape
as the cluster. The mean μk (X) and covariance matrix Σk (X) of the neighborhood Lk (X)
are computed. Then, the instance-speciﬁc Mahalanobis score LM ahak (X) of a data point
X provides its outlier score. This score is deﬁned as the Mahalanobis distance of X to the
mean μk (X) of data points in Lk (X).
LM ahak (X) = M aha(X, μk (X), Σk (X))

(8.13)

The only diﬀerence between this computation and that of the global Mahalanobis distance
for extreme value analysis is that the local neighborhood set Lk (X) is used as the “relevant”
data for comparison in the former. While the clustering approach of Sect. 8.4 does use a
Mahalanobis metric on the local neighborhood, the computation is subtly diﬀerent in this
case. In the case of clustering-based outlier detection, a preprocessing approach predeﬁnes
a limited number of clusters as the universe of possible neighborhoods. In this case, the
neighborhood is constructed in an instance-speciﬁc way. Diﬀerent points will have slightly
diﬀerent neighborhoods, and they may not neatly correspond to a predeﬁned cluster. This
additional granularity allows more reﬁned analysis. At a conceptual level, this approach
computes whether data point X can be regarded as an extreme value with respect to its
local cluster. As in the case of the LOF method, the approach can be applied for diﬀerent
values of k, and the highest outlier score for each data point can be reported.
If this approach is applied to the example of Fig. 8.8b, the method will correctly determine the outlier because of the local Mahalanobis normalization with the appropriate (local)
covariance matrix for each data point. No distance normalizations are necessary for varying data density (scenario of Fig. 8.8a) because the Mahalanobis distance already performs
these local normalizations under the covers. Therefore, such a method can be used for the

